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Preface

The importance of data integrity is reflected in recent guidance, citations, and public comments of Regulators and
Health Agencies. A number of companies have suffered serious regulatory and financial consequences as a result of
unacceptable data integrity practices.

Patient safety is affected by the integrity of critical records, data, and decisions, as well as those aspects concerned
with physical attributes of the product. That the phrase “patient safety, product quality, and data integrity” is commonly
used in regulatory and industry guidance underlines this point.

The use of information technology and computerized systems in all aspects of life sciences continues to grow and
has resulted in the generation of more data to support the development and manufacture of products. Key decisions
and actions are routinely being made based on this data, and the integrity of the data, whether in electronic or paper
form, is of paramount importance to the industry, the regulatory agencies, and ultimately the patient.

Industry will benefit from clear guidance on ensuring that the management of records and data forms an integral part
of the Quality Management System, and is compliant with GxP requirements. This Guide intends to provide such
guidance and is aligned with ISPE GAMP® 5: A Risk-Based Approach to Compliant GxP Computerized Systems.
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1.1

1.2

Introduction

Background

The impact of record and data integrity issues can be significant on a regulated company. It can result in recalls of
products, warning or untitled letters, import alerts, injunctions, seizures, Application Integrity Policy Invocations/legal
action, and ultimately the potential for patient harm. These regulatory actions can also have a significant financial
impact.

There has been increased regulatory focus on all aspects of data integrity, including publication of specific regulatory
guidance on the topic, and increased number of citations in the area.

For the purposes of this Guide:
* Regulated data is information used for a regulated purpose or to support a regulated process.

*  “Metadata is data that describes the attributes of other data, and provide context and meaning. Typically, these
are data that describe the structure, data elements, inter-relationships, and other characteristics of data.” [1].

* Aregulated record’ is a collection of regulated data (and any metadata necessary to provide meaning and
context) with a specific GxP purpose, content, and meaning, and required by GxP regulations. Records include
instructions as well as data and reports.

*  “Data Integrity is defined as the extent to which all data are complete, consistent and accurate throughout the
data life cycle.” [1]

»  The integrity of records depends on the integrity of underlying data, and signatures executed to electronic
records should be trustworthy and reliable. See Appendix D3.

This Guide addresses paper records, electronic records, and hybrid situations, while encouraging a move away from
hybrid situations, wherever practical.

Purpose

This ISPE GAMP® Guide: Records and Data Integrity provides principles and practical guidance on meeting current
expectations for the management of GxP regulated records and data, ensuring that they are complete, consistent,
secure, accurate, and available throughout their life cycle. This approach is intended to encourage innovation and
technological advance while avoiding unacceptable risk to product quality, patient safety, and public health.

This Guide is intended as a stand-alone Guide. It is aligned with ISPE GAMP® 5: A Risk-Based Approach to
Compliant GxP Computerized Systems [3]. This Guide has been designed so that it can be used in parallel with
guidance provided both in ISPE GAMP® 5 [3] and other ISPE GAMP® Good Practice Guides [4].

Although the scope of this document is wider, it replaces the ISPE GAMP® Good Practice Guide: A Risk-Based
Approach to Compliant Electronic Records and Signatures.

' Within the US regulatory framework regulated electronic records, and associated signatures, are subject to 21 CFR Part 11 [2]. For further
information see Appendix D3.





