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INTERNATIONAL ELECTROTECHNICAL COMMISSION

COMMUNICATION NETWORKS AND
SYSTEMS FOR POWER UTILITY AUTOMATION -

Part 8-2: Specific Communication Service Mapping (SCSM) —
Mapping to Extensible Messaging Presence Protocol (XMPP)

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 61850-8-2 has been prepared by IEC technical committee 57:
Power systems management and associated information exchange.

The text of this standard is based on the following documents:

FDIS Report on voting
57/2020/FDIS 57/2039/RVD

Full information on the voting for the approval of this International Standard can be found in
the report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.
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This IEC standard includes Code Components i.e components that are intended to be directly
processed by a computer. Such content is any text found between the markers <CODE
BEGINS> and <CODE ENDS>, or otherwise is clearly labeled in this standard as a Code
Component.

The purchase of this IEC standard carries a copyright license for the purchaser to sell
software containing Code Components from this standard to end users either directly or via
distributors, subject to IEC software licensing conditions, which can be found at:
www.iec.ch/CCv1 .

A list of all parts in the IEC 61850 series, published under the general titte Communication
networks and systems for power utility automation, can be found on the IEC website.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to
the specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION

This part of |IEC 61850 is part of a set of specifications which details layered utility
communication architecture.

The usage of the IEC 61850 communication standard is largely spreading over all the
domains connected to the smart grid, pushing the usage of technologies adapted to the
connection of a very large number of applications and devices across the intra/inter-net. The
involved domains use already well established protocols typically for exchanging data with IT
level applications like resource planning, asset and maintenance management, etc.
Therefore, it becomes imperative to provide an integration strategy that allows the integration
of IEC 61850 into these various disparate protocols and information.

In this context, this part of IEC 61850 describes a specific communication service mapping
(SCSM) over the Extensible Messaging and Presence Protocol (XMPP), providing detailed
information on how to create and exchange concrete communication messages that
implement abstract services and models specified in IEC 61850-7-4, IEC 61850-7-3, and
IEC 61850-7-2.

This mapping is intended to be utilized between all kinds of utility Distributed Energy
Resource devices and their related management systems, in particular over public networks.

NOTE This part of IEC 61850 does not provide tutorial material. For this purpose, IEC 61850-5 and IEC 61850-7-
1 can be read in conjunction with IEC 61850-7-2.
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COMMUNICATION NETWORKS AND
SYSTEMS FOR POWER UTILITY AUTOMATION -

Part 8-2: Specific Communication Service Mapping (SCSM) —
Mapping to Extensible Messaging Presence Protocol (XMPP)

1 Scope

1.1 General

This part of IEC 61850 specifies a method of exchanging data through any kinds of network,
including public networks. Among the various kinds of services specified in IEC 61850-7-2,
only the client/server and time synchronization services are considered so far.

NOTE Client/server services of GOOSE and SMV models are mapped as well (see Table 1).

For the client/server services, the principle is to map the objects and services of the ACSI
(Abstract Communication Service Interface defined in |IEC 61850-7-2) to XML messages
transported over XMPP. The mapping description includes mainly three aspects:

e The usage of the XMPP protocol itself, describing in details which features are really used
and how they are used by the mapping (see Clause 6).
e How to achieve end-to-end secured communications (see Clause 7).

e The description of the XML payloads corresponding to each ACSI service thanks in
particular to the XML Schema and XML message examples (starting at Clause 9).

NOTE 1 This document does not address the detailed usage of the XMPP protocol.

NOTE 2 This document does not address system management services.

NOTE 3 For the information of people familiar with the mapping defined in IEC 61850-8-1, the XML messages
defined in the present document are derived from those defined in IEC 61850-8-1 but with an XML encoding
instead of a binary one. In this way implementing gateways between IEC 61850-8-1 and IEC 61850-8-2 is very

straightforward in both directions. However reading IEC 61850-8-1 is not necessary to understand the present
document except when it is used in conjunction with one of the GOOSE mappings described in IEC 61850-8-1.

1.2 Namespace name and version

This new section is mandatory for any IEC 61850 namespace (as defined by IEC 61850-7-1).

The parameters which identify this release of the SCSM_8 2 namespace
xmlns="http://www.iec.ch/61850/2018/SCSM_8 2" are:

o Namespace Version: 2018

¢ Namespace Revision: A

o Namespace Release: 1

e Namespace release date: 2018-12

Edition Publication date Webstore Namespace

Edition 1.0 2018-12 IEC 61850-8-2:2018 IEC 61850-8-2:2018
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