IEC 61158-4-2:2019-04(en)

IEC 61158-4-2

Edition 4.0 2019-04

INTERNATIONAL
STANDARD

colour
inside

Industrial communication networks — Fieldbus specifications —
Part 4-2: Data-link layer protocol specification — Type 2 elements




THIS PUBLICATION IS COPYRIGHT PROTECTED
Copyright © 2019 IEC, Geneva, Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form
or by any means, electronic or mechanical, including photocopying and microfilm, without permission in writing from
either IEC or IEC's member National Committee in the country of the requester. If you have any questions about IEC
copyright or have an enquiry about obtaining additional rights to this publication, please contact the address below or

IEC Central Office
3, rue de Varembé
CH-1211 Geneva 20
Switzerland

www.iec.ch

your local IEC member National Committee for further information.

Tel.: +41 22 919 02 11
info@iec.ch

About the IEC

The International Electrotechnical Commission (IEC) is the leading global organization that prepares and publishes
International Standards for all electrical, electronic and related technologies.

About IEC publications

The technical content of IEC publications is kept under constant review by the IEC. Please make sure that you have the
latest edition, a corrigendum or an amendment might have been published.

IEC publications search - webstore.iec.ch/advsearchform
The advanced search enables to find IEC publications by a
variety of criteria (reference number, text, technical
committee,...). It also gives information on projects, replaced
and withdrawn publications.

IEC Just Published - webstore.iec.ch/justpublished

Stay up to date on all new IEC publications. Just Published
details all new publications released. Available online and
once a month by email.

IEC Customer Service Centre - webstore.iec.ch/csc

If you wish to give us your feedback on this publication or
need further assistance, please contact the Customer Service
Centre: sales@iec.ch.

Electropedia - www.electropedia.org

The world's leading online dictionary on electrotechnology,
containing more than 22 000 terminological entries in English
and French, with equivalent terms in 16 additional languages.
Also known as the International Electrotechnical Vocabulary
(IEV) online.

IEC Glossary - std.iec.ch/glossary

67 000 electrotechnical terminology entries in English and
French extracted from the Terms and Definitions clause of
IEC publications issued since 2002. Some entries have been
collected from earlier publications of IEC TC 37, 77, 86 and
CISPR.



mailto:info@iec.ch
https://www.iec.ch/
https://webstore.iec.ch/advsearchform
https://webstore.iec.ch/justpublished
https://webstore.iec.ch/csc
mailto:sales@iec.ch
http://www.electropedia.org/
http://std.iec.ch/glossary

IEC 61158-4-2

Edition 4.0 2019-04

INTERNATIONAL
STANDARD

colour
inside

Industrial communication networks — Fieldbus specifications —

Part 4-2: Data-link layer protocol specification — Type 2 elements

INTERNATIONAL

ELECTROTECHNICAL

COMMISSION

ICS 25.040.40; 35.100.20; 35.110 ISBN 978-2-8322-6772-1

Warning! Make sure that you obtained this publication from an authorized distributor.

® Registered trademark of the International Electrotechnical Commission



-2 - IEC 61158-4-2:2019 © IEC 2019

CONTENTS

O T I PP 15
INTRODUGCTION ...ttt et e e e e e e e e e e e e e e et e et e et e e e e anns 17
1 Yo7 ] o1 YOO 19
1.1 GBI AL e e s 19
1.2 SPECITICAtIONS L. 19
1.3 PO CEAUIES . 19
1.4 APPHCADIITY e e 20
1.5 (00 o1 {0 o 4 F=T o o7 = P 20
NOIMAtiVE FEFEIENCES .. e e 20
Terms, definitions, symbols, abbreviated terms and conventions ................cc.coeeieinnni. 22
3.1 Reference model terms and definitions ... 22
3.2 Service convention terms and definitions ..o 24
3.3 Common terms and definitionNs . ... 24
3.4 Additional Type 2 definitions .......ooviiiiii e 25
3.5 Type 2 symbols and abbreviated terms ... 33
3.6 Conventions for station management objects ..........cooviiiiiiiiii i 34
4  Overview of the data-link protocol...... ... e 35
4.1 L= a1 =Y N 35
4.1.1 DLL arChit@CtUre .. ..o e 35
4.1.2 Access control machine (ACM) and scheduling support functions................... 36
4.1.3 Connection-mode, connectionless-mode data transfer and DL service........... 37
4.2 Services provided by the DL ... 37
4.2.1 OV BIVIBW ettt e 37
4.2.2 L 1 S PP 37
4.3 Structure and definition of DL-addresSes ........c.oviiiiiiiiiiiiiei e 38
4.3.1 GBNEIAl e 38
4.3.2 N O | =Y o =YX SRR 38
4.3.3 GENErC tag AAArESS ..ivuiiii e 39
4.3.4 Fixed tag address ... e 39
4.4 Services assumed from the PhL........oooi e 40
441 General reqUIreMENTS ... . e 40
4.4.2 Data enCOdiNg TUIES ... 41
4.4.3 DLL t0 PhL interface ... ...oiuiie e 41
4.5 FUNCHONAl ClaSSES c.uniiiii e 43

5 General structure and encoding of PhIDUs and DLPDUs and related elements of
T e T =Y o [ BT = N 43
5.1 OV BV W et 43
5.2 Media aCCESS PrOCEAUIE ...ttt e e et e e e e ens 43
5.3 DLPDU structure and enCoding ......c..oeuuiiiiiiii e 47
5.3.1 GBIl L. 47
5.3.2 DLPDU COMPONENTES ...t e e e 47
5.3.3 PrEaMIDIE ..o 47
5.3.4 Start and end delimiters...... ..o 47
5.3.5 DLPDU octets and Ordering .....c..veuiiiiiiie e 47
5.3.6 SOUICE MAGC ID . e 48
5.3.7 Lpackets field ..o 48

5.3.8 Frame check sequence (FCS) ... 48



IEC 61158-4-2:2019 © |IEC 2019 -3-

5.3.9 NUITDLPDU L.ttt e e e e e e anes 51
5.3.10 ADOIt DLPDU ..ot 51
5.4 Lpacket COMPONENES ... 51
5.4.1 General Lpacket SIrUCTUre ... 51
5.4.2 Sz e e 51
5.4.3 L0701 01 1 /o | PP 52
5.4.4 Generic tag Lpackets. ... 52
5.4.5 Fixed tag LpacKets ..o 53
5.5 ]I o 0 O o o Yo = o [ U] = 53
5.5.1 LT =Y o= =¥ P 53
5.5.2 Sending scheduled DLPDUS ...t 54
5.5.3 Sending unscheduled DLPDUS .......cooiiiiiii e 54
5.5.4 ReCEIVING DLPDUS ..o 54
5.6 Summary of DLL support services and ObjectS..........coveiiiiiiiiiiiiiii e 54
6  Specific DLPDU structure, encoding and procedures ..........coooviuiiiiiiiiii i 56
6.1 MOdeliNG lANGUAGE . ... cei it e 56
6.1.1 State machine descCription ... 56
6.1.2 USE Of DLL- PrefiX cuiniiiiiiiie e e 57
6.1.3 D ata LY PO S it 57
6.2 D IS 1Y =T Y=Y Y [T L 58
6.2.1 LY o 1= =¥ P 58
6.2.2 Connected mode and connectionless mode transfer service ................c......... 58
6.2.3 Queue MaiNtENaANCE SEIVICE ...c.iiu i 60
6.2.4 Tag filler SEIVICE ... 60
6.2.5 Link synchronization ServiCe ... ..o 61
6.2.6 Synchronized parameter change Service ..........cooiiiiiiiiiiiii e 61
6.2.7 EVENt rePOItS SEIVICE ..uieii i 62
6.2.8 Bad FCS SeIVICe . i 63
6.2.9 Current MOderator SEIVICE . ... 63
6.2.10 Power up and onling SEerVICES .....c.oiiiiiiii e 64
6.2.11 Enable moderator SErviCe ... ..o 64
6.2.12 LiStEN ONIY SEIVICE . cuiii e 64
6.3 Generic tag Lpacket ... ..o 64
6.3.1 GBIl Lt 64
6.3.2 Structure of the generic-tag Lpacket ..o 65
6.3.3 Sending and receiving the generic-tag Lpacket............cooooiiiiiiiiiin, 65
6.4 Moderator LpacKet ... ... 65
6.4.1 L= o =T = ¥ P 65
6.4.2 Structure of the moderator Lpacket.........cooviiiiiii 65
6.4.3 Sending and receiving the moderator Lpacket ... 66
6.5 Time distribution Lpacket ... ... 67
6.5.1 GBIl Lt 67
6.5.2 Structure of the time distribution Lpacket............... 67
6.5.3 Sending and receiving the time distribution Lpacket..................c.coooiin. 69
6.6 UCMM LpacCK et ..o 69
6.6.1 GBIl Lt 69
6.6.2 Structure of the UCMM Lpacket.........ccooiiiiiiii e 69

6.6.3 Sending and receiving the UCMM Lpacket...........coooiiiiiiiiiie, 69



-4 - IEC 61158-4-2:2019 © IEC 2019

6.7 Keeper UCMM LPpacKet .......ouiiiiiii e 69
6.7.1 GBNEIAl e 69
6.7.2 Structure of the Keeper UCMM Lpacket ...... ..o 70
6.7.3 Sending and receiving the Keeper UCMM Lpacket...........cocoovvviiiiiiiiiiiiinnnnn... 70

6.8 I T T S S 70
6.8.1 GBIl L. 70
6.8.2 Structure of the TUI Lpacket . ... e 70
6.8.3 Sending and receiving the TUI Lpacket.........ccoooiiiiiiiii e 71

6.9 Link parameters Lpacket and tMinus Lpacket...........cooooiiiiiiii e 71
6.9.1 GBNETAl e 71
6.9.2 Structure of link parameters and tMinus Lpackets............ccooviiiiiiiiiiinenn, 72
6.9.3 Sending and receiving the tMinus and Link parameters Lpackets................... 72

6.10  I'M-alive LPaCKET. e 73
6.10.1 GBIl Lt 73
6.10.2 Structure or the I’'m-alive Lpacket ....... ... 73
6.10.3 Sending and receiving 'm AlIVE ......couiiiiiii e 73
6.10.4 I’'m alive state ProCesSIiNG .....couuiiuiii i 73

B.11 PiNg LPpacKets oo 74
6.11.1 GBNEIAl e 74
6.11.2 Structure of the ping Lpackets ... ... 75
6.11.3 Sending and receiving the ping Lpackets...........ccoooviiiiii i 75

6.12  WAMI LpacKet ..o e 76
6.12.1 GBIl L. 76
6.12.2 Structure of the WAMI Lpacket ... 76
6.12.3 Sending and receiving the WAMI Lpacket ...........ooooviiiiiiiiiiiiee e, 76

6.13  DebuUg LpacCKet. ... 76

B.14 P LPaCKeT oo 77

6.15  Ethernet Lpacket. ... oo 77
Objects for station management ... 77

71 L= a1 =Y N 77

7.2 CoNtrolNEt™ ObJECT. ..cu et 79
7.2.1 OV BIVIBW ettt e 79
7.2.2 Class attribUtes ..o 79
7.2.3 INsStance attribUtes ... 79
7.2.4 1070100100 To] g TET Y o Y 87
7.2.5 Class SPECIfiC SEIVICES ... 88
7.2.6 B B AVIOr .. 89
7.2.7 Module status iNdiCator.........c.ooiiii 89

7.3 ST =T o 1= o o) =Y o (P 90
7.3.1 OV BV W e i 90
7.3.2 REVISION NISTOIY ...t 90
7.3.3 Class attributes ... 90
7.3.4 Instance attributes ... ... a0
7.3.5 1070100100 To] g TET Y o Y 98
7.3.6 Class SPECIfiC SEIVICES ... 99
7.3.7 SEIVICE EITOI COUEBS ..uuiiiniiiiii ettt e e e e e e ees 105
7.3.8 B e AVIOr .. 106
7.3.9 MisScCellan@ous NOTES ... ..ceniii i 107

7.3.10 Keeper POWET UP SEQUENCE ...cuuiuiiiie et eete e e e e et e e e e e e e e e ene e en e e e aaenes 108



IEC 61158-4-2:2019 © |IEC 2019 -5-

7.4 Scheduling ObJECT ... 113
7.41 OV BV W e 113
7.4.2 Class attribUutes ..o, 114
7.4.3 INsStance attribUtes ... 114
7.4.4 COMIMON SEIVICES oatiiiii i 115
7.4.5 Class SPECITIC SEIVICES ...uiuuiiiii e 117
7.4.6 Typical scheduling SESSION ... ... i 123

7.5 TCP/IP Interface ObjJeCT ..o 124
7.5.1 OV BIVIBW .ttt et 124
7.5.2 REVISION NiSTOIY ... e 124
7.5.3 Class attributes ... 125
7.5.4 Instance attributes ... ... 125
7.5.5 COMIMON SEIVICES ..uitieiieii ettt et e et e e e e e e eens 139
7.5.6 Class SPECITIC SEIVICES ....iuuiiii i 141
7.5.7 B aVIOr . e 142
7.5.8 Address Conflict Detection (ACD) ... 144

7.6 Ethernet link ODJECt .. oo 150
7.6.1 OV BIVIBW ettt et e e e e 150
7.6.2 REVISION NiSTOIY ... e 150
7.6.3 Class attribUutes ..o 150
7.6.4 INStance attribUtes ... 151
7.6.5 COMIMON SEIVICES oatiiiii i 161
7.6.6 Class SPECITIC SEIVICES .. .uiuuiiiii i 163
7.6.7 B aVIOr .. 163

7.7 DeVviceNet™ 0D JeCT ... 164
7.7.1 OV BIVIBW .ttt et 164
7.7.2 REVISION NiSTOIY ... e 164
7.7.3 Class attributes ... 165
7.7.4 Instance attributes .. ... 165
7.7.5 COMIMON SEIVICES ..uitiiiieii ettt et et e e e e e e e e eees 172
7.7.6 Class SPeCIfiC SEIVICES ... 173

7.8 Connection configuration object (CCO) ... 173
7.8.1 OV BIVIBW ettt et e e e e 173
7.8.2 REVISION NiSTOIY ... e 174
7.8.3 Class attributes ... 174
7.8.4 Instance attributes .. ... 176
7.8.5 Connection Configuration Object change control ..., 185
7.8.6 COMIMON SEIVICES ..uitiiiieii ettt ettt e e e e e e e eeees 185
7.8.7 Class SPeCIfiC SEIVICES ....iuiiii e 192
7.8.8 B e AVIOr .. 195

7.9 D 0 o = o PSP 196
7.9.1 OV BIVIBW ettt et e aas 196
7.9.2 ReEVISION NSOy e e 196
7.9.3 Class attribUutes ..o 197
7.9.4 INStance attribUtes ... 197
7.9.5 COMIMON SEIVICES oaitiiii i e 208
7.9.6 Class SPECITIC SEIVICES ...uiuuiiiii e 212

740 QOS OB C et 213
7.10.1 OV BV W e 213



-6 - IEC 61158-4-2:2019 © IEC 2019

7.10.2 ReVISION HiStOrY oo 213
7.10.3 Class attributes ... 213
7.10.4 Instance AttribULES . ... ..o 214
7.10.5 1070100101 g TET =Y Ao P 215
7.10.6 Get_Attributes_All response (class level).. ..., 216
%% TR o o o o =Y e P 216
7.11.1 OV BV W e e 216
7.11.2 ReVISION HiStOrY .o 216
7.11.3 Class attributes ... 217
7.11.4 Instance attributes ... ... 217
7.11.5 107010010 To] g TET Y Ao P 223
7.12  PRP/HSR Protocol ObJect. ... ..o 224
7.12.1 OV BIVIBW ettt 224
7.12.2 ReEVISION NSOy oo 224
7.12.3 Class attributes ... 225
7.12.4 INStance attribUtes ... 225
7.12.5 COMMON SEIVICES ..ttt et eaees 232
7.13 PRP/HSR Nodes Table 0bjJeCt......ccouiiiiiiiiie e 234
7.13.1 L@ AT T 1 234
7.13.2 REVISION NiSTOIY ..o e 234
7.13.3 Class attributes ... 234
7.13.4 Instance attributes ... ... 234
7.13.5 COMIMON SEIVICES ..uitieiieei et et et et e e e e e e e e eeens 237
Other DLE elements of proCedure. ... ... 237
8.1 Network attachment monitor (NAM)........ooiiiii e 237
8.1.1 LY o =T - Y 237
8.1.2 Default Parameters .......oiui e 238
8.1.3 AULO-aAAIrESSING couiiiiii e 239
8.1.4 Valid MAC IDS .. 239
8.1.5 State machine descCription ..o 239
8.2 Calculating link parameters...... ..o 245
8.2.1 LiNK Param et ers .. .o 245
8.2.2 Conditions affecting link parameters ..., 246
8.2.3 MoOderator Change. ... .o 246
8.2.4 I L I €1 411 o PP 246
8.2.5 SOt tIMING Lot 248
8.2.6 BlaN KNG ..o 248
8.2.7 Example implementation...... ... 249
Detailed specification of DL COMPONENTS .......c.oiiiiniiiiiiii e 253
9.1 LY o =T = | P 253
9.2 Access control maching (ACM) ... 253
9.3 I PP 273
9.4 R L G e e e e anas 277
9.5 Transmit machine (TXM) ... e 281
9.6 Receive machine (RXM) ... 285
9.7 ST = = S 291
9.8 DS IIAlIZEN ..o e 293
9.8.1 OCtet CONSIIUCTION L.ooui e 293

9.8.2 FCS CheCKing ..o 293



IEC 61158-4-2:2019 © |IEC 2019 -7-

9.8.3 ENd Of DLPDU PrOCESSING «.uituiieiieiii et e e e e en e 294
9.9 DLL Management .. e 294
10 Device Level Ring (DLR) protoCol ... ... 296
O T 7= o = =Y 296
10.2  Support for Multiple DLR RiNg Pairs.........ccciiiiiiii e 296
10.3  Supported tOPOIOGIES ....oeiieee e 297
10.4 Overview of DLR operation ... ... 298
10.4.1 NOrmal OPEratioN ... e 298
10.4.2 LinK failures .. oo 300
10.5 Classes of DLR implementation ...........ccoiiiiiii e, 301
10.6  DLR DehaVIOr. . e 302
10.6.1 DLR Variables ... e 302
10.6.2 LYo =10 T o X=T VA= ] 302
10.6.3 RING NOGE .o e 305
10.6.4 ST Te [ Ie ] g T o] e Yo X1 PP 306
10.6.5 Neighbor CheCK ProCess . ... 307
10.7  Implementation reqUIremMentS ... ..o 307
10.7.1 Embedded switch requirements and recommendations................ccooevienne. 307
10.7.2 DLR implementation requirements ......... ..o 308
10.7.3 IEC 61588 and CP 2/2.1 considerations..........c..ccoovviiiiiiiiiiii e 309
10.7.4 IEEE 802.1D/IEEE 802.1Q STP/RSTP/MSTP considerations....................... 309
10.8 Using non-DLR nodes in the ring network ... 309
10.8.1 General considerations ... ... 309
10.8.2 NON-DLR €Nd deVICES ... e e 310
10.8.3 NON-DLR SWItCES ..ot 310
10.9 Redundant gateway devices on DLR network..........cooooiiiiiii, 313
10.9.1 L= a1 = Y PPN 313
10.9.2 Supported toPOlOgIeS ... e 313
10.9.3 Redundant gateway capable device..........coooiiiiiiiii 314
10.9.4 Redundant gateway device behavior ... 314
TO.10 DLR MESSAGES ittt ettt 317
O T O 7= o = - | P 317
10.10.2 Common frame header ..o 318
10.10.3  BEACON fTamME .uiiiiiiie ettt 319
10.10.4 Neighbor ChecCk requUEeSt ......c..oouiiiiiiiii e 319
10.10.5 Neighbor_CheCk _reSpONSe .. .. oo e 320
10.10.6 Link_Status/Neighbor_Status...........ccocoiiiiiiiii e, 320
10.10.7  Locate _Fault. ... e 321
TO.10.8  ANNOUNCE ..o ettt 321
O R 1 T T o T T P 321
10,1010 AV IS e e e 322
T10.10.11 FIUSH _Tables e e 322
10.10.12 Learning_Update ..o 323
10.11 State diagrams and state-event-action matrices...............coooeiiiii i 323
10.11.1  Beacon-based ring NOAe ... ..o 323
10.11.2  Announce-based rnNg NOAE ........ooiiiiiii e 330
10.11.3  RING SUPEIVISOL oottt e et e et e e e aaenas 334

10.11.4  Redundant gateWay ... 349



-8 - IEC 61158-4-2:2019 © IEC 2019

10.12 Performance @nalySis .....iiuiiiii e 354
10121 GeNEIAl e 354
10.12.2 Redundant gateway switchover performance ...........ccoooiiiiiiiiiiiii s 358

11 PRP and HSR redundancy protOCOIS .......couiiuiiiiiiice e 359

I P O =Y o =T o= | PN 359

T1.2 PR OVeIVIBW o e 360
11.2.1 LT =Y o =T =Y 360
11.2.2 Address Conflict Detection (ACD) .....couiiiiiiie e 361

T1.3  HSR O VeIV W e 362

Annex A (normative) Indicators and sWitChes .........cciiiiiiiii i 364

A1 P U PO S e e 364

A.2 Yo [Tot=1 (o 2= PPN 364
A.2.1 General indicator requirements ... .. ... 364
A.2.2 Common indicator requIiremMeNnts ........cooiiiiiiiiii e 364
A.2.3 Fieldbus specific indicator requirements — option 1...........coiiiiiiiin.. 366
A.2.4 Fieldbus specific indicator requirements — option 2., 370
A.2.5 Fieldbus specific indicator requirements —option 3...........cccooiiiiiiiiiinnnnn. 374

A.3 SIS e e 378
A.3.1 Common switch requirements ..o 378
A.3.2 Fieldbus specific switch requirements — option 1 ... 378
A.3.3 Fieldbus specific switch requirements —option 2 ..., 378
A.3.4 Fieldbus specific switch requirements —option 3 ..., 379

L7 Lo To | =1 o 4 V280U 380
Figure 1 — Data-link layer internal architecture.............ooooiiiii i, 36
Figure 2 — Relationships of DLSAPs, DLSAP-addresses, and group DL-addresses............... 38
Figure 3 — Basic structure of a MAC ID address ......c.ooiuuiiiiiiiiie e 39
Figure 4 — Basic structure of a generic tag address ...........ooiiiiiiiiiiiii e 39
Figure 5 — Basic structure of a fixed tag address .........cooiiiiiiiiiiiii e, 39
Figure 6 — M_symbols and Manchester encoding at S MHz ..., 41
FIigure 7 — NUT STTUCIUIE ..o 44
Figure 8 — Media access during scheduled time ..., 45
Figure 9 — Media access during unscheduled time ..., 46
Figure 10 — DLPDU fOrmMat.....cuiiiiii e e e e e e e e e 47
Figure 11 — Aborting a DLPDU during transSmisSSion ...........couiiiiiiiiiiiiii e 51
Figure 12 — Lpacket fOrmat ... oo 51
Figure 13 — Generic tag Lpacket format ..o, 52
Figure 14 — Fixed tag Lpacket format...... ..o 53
Figure 15 — Goodness parameter of TimeDist_Lpacket ... 68
Figure 16 — Example I'm alive processing algorithm ... 74
Figure 17 — Keeper CRC algorithm ... e 96
Figure 18 — Keeper object power-up state diagram ..o 109
Figure 19 — Keeper object operating state diagram ..., 110
Figure 20 — Synchronized network change proCessing .......ccooveuiiiiiiiiiiiiiiiiee e 113
Figure 21 — State transition diagram for TCP/IP Interface object...........cccooviiiiiiiiiiinni, 143

Figure 22 — State transition diagram for TCP/IP Interface object...........cccooviiiiiiiiiinnni, 144



IEC 61158-4-2:2019 © |IEC 2019 -9 -

Figure 23 — ACD BEhaVIOr ... e 146
Figure 24 — State transition diagram for Ethernet Link object ..., 164
Figure 25 — Connection configuration object edit flowchart.................co . 196
Figure 26 — NAM state machine ... e 238
Figure 27 — Devices with Multiple DLR RiNg Pairs.........cccooiiiiiiii e 297
Figure 28 — DLR rings connected to switChes..........ooiiii i, 298
Figure 29 — Normal operation of @ DLR NetWork..........coooiuiiiiii e, 299
Figure 30 — Beacon and ANNOUNCE framesS........couiiiiiiiiieie e e 299
Figure 31 — LiNK failUre ....oeo e et e e e 300
Figure 32 — Network reconfiguration after link failure ..., 301
Figure 33 — Neighbor CheCK ProCeSS .....ciuiiiii e 307
Figure 34 — Unsupported topology — example 1 ... 311
Figure 35 — Unsupported topology — eXxample 2 ... 311
Figure 36 — DLR ring connected to switches through redundant gateways .......................... 313
Figure 37 — DLR redundant gateway capable device...........coooiiiiiiiiiii e, 314
Figure 38 — AdVErtiSe framE......c.iiiiii e e 316
Figure 39 — State transition diagram for Beacon frame based non-supervisor ring node...... 324
Figure 40 — State transition diagram for Announce frame based non-supervisor ring

Lo To 1 PP 330
Figure 41 — State transition diagram for ring SUPErviSOr .........cccoiiiiiiiiii e 335
Figure 42 — State transition diagram for redundant gateway...............ccoooveiiiiiiiiin e 350
Figure 43 — PRP NetWOrK ..o 360
Figure 44 — Directly Attached SANS ... 361
FIgure 45 — Virtual DANS ... ettt e et e e e eeaaenas 362
Figure 46 — HSR NEIWOIK ....ouitiii e e e e e e e e 362
Figure A.1 — Non redundant network status indicator labeling........................ 370
Figure A.2 — Redundant network status indicator labeling ...........coooiiiiiiiiii e, 370
Figure A.3 — Network status indicator state diagram ... 373
Figure A.4 — Examples of multiple network status indicators ..............cccoooiiiiiiiiinn e 373
Table 1 — Format of attribute tables ... 34
Table 2 — Data-link layer COMPONENES .. ..o e 35
Table 3 — MAC ID addresses alloCation ............iiiiiiiiiii e 39
Table 4 — Fixed tag service definitions ... ... 40
Table 5 — Data encoding FUIES ... 41
Table 6 — M Data SYMDbOIS ... 42
Table 7 — Truth table for ph_status_indication...............cooiii e 42
Table 8 — FCS length, polynomials and constants ... 49
Table 9 — DLL support services and ObjJeCtS ..o 55
Table 10 — Elementary data tyPes ... 58
Table T4 — DL @VONTS oo 63
Table 12 — Time distribution Priority ... ..o 68

Table 13 — Format of the TUI Lpacket ... ... 71



-10 - IEC 61158-4-2:2019 © IEC 2019

Table 14 — ControlNet object class attributes .............cooiiiiiii 79
Table 15 — ControlNet object instance attributes ......... ..., 80
Table 16 — TUI status flag Dits ... 84
Table 17 — MaC VeI DitS ... e e e e e e 85
Table 18 — Channel state Dits . ... e 85
Table 19 — ControINet object COMMON SEIVICES.......iiuiiiiiii e 87
Table 20 — ControlNet object class specific Services ...... .o, 88
Table 21 — Keeper object revision Nistory ..o 90
Table 22 — Keeper object class attributes ..o 90
Table 23 — Keeper object instance attributes ... 91
Table 24 — Keeper operating state definitions ... 94
Table 25 — Port status flag bit definitions ..o 94
Table 26 — TUI status flag bits ......c.oiuiii e 95
Table 27 — Keeper attribUutes .. ..o e 97
Table 28 — Memory requirements (in octets) for the Keeper attributes.......................... 98
Table 29 — Keeper objeCt COMMON SEIVICES ....iuiiiiii e e 98
Table 30 — Keeper object class Specific SErVICES .....oouviviiiiiiii i, 100
Table 31 — ServiCe €rror COUES ... e e 101
Table 32 — Wire order format of the TUI Lpacket...........ooi e 105
Table 33 — SErviCe EITOI COUES ...iuniiiiiii e e e et et et et e eaaeeaas 106
Table 34 — Keeper object operating states ........coooviiiiiii 107
Table 35 — Keeper object state event matrixX ... 111
Table 36 — Scheduling object class attributes ... 114
Table 37 — Scheduling object instance attributes ..., 115
Table 38 — Scheduling object COMMON SEIrVICES .......oiviiiii e, 115
Table 39 — Status error descriptions for Create ..., 116
Table 40 — Status error descriptions for Delete and Kick_Timer ... 117
Table 41 — Scheduling object class Specific SErviCes .......cocviiiiiiiiiiiiiii e, 117
Table 42 — Status error descriptions for Read .........ccoviiiiiiii i, 119
Table 43 — Status error descriptions for Conditional_Write ... 120
Table 44 — Status error descriptions for Forced_Write ... 120
Table 45 — Status error descriptions for Change_Start.............cooiiiiiiii i, 121
Table 46 — Status error descriptions for Break_Connections ... 122
Table 47 — Status error descriptions for Change_Complete..........cooooiii i 122
Table 48 — Status error descriptions for Restart_Connections.............cccccoeiiiiiiiiinee, 123
Table 49 — ReVISION NS oIy ... e e e ans 124
Table 50 — TCP/IP Interface object class attributes ... 125
Table 51 — TCP/IP Interface object instance attributes.............cooooi 126
Table 52 — Status Dits .oouuiii e 129
Table 53 — Configuration capability DitS .........ccooiiiiiii e, 130
Table 54 — Configuration control bits...... ... 131
Table 55 — Example path ..o 132

Table 56 — Interface configuration COMPONENtS ........ccoiiiiiiiiiiiii e, 133



IEC 61158-4-2:2019 © |IEC 2019 -1 -

Table 57 — AllOC CONTIOl VAIUEBS .....ceee e 135
Table 58 — ACAACLIVILY VAIUES ... e 136
Table 59 — ArpPdu — ARP Response PDU in binary format ... 136
Table 60 — Admin Capability member bit definitions ............ccoooiiiiiii i, 137
Table 61 — Admin Capability member bit definitions ............ccccooiiiiii e, 138
Table 62 — TCP/IP Interface object cCOmMMON SEIVICeS ........oiiuiiiiiiiiiiiii e 139
Table 63 — Get_Attributes_All reply format... ... 140
Table 64 — TCP/IP Interface object class specific Services.........c.cooooviiiiiiiiiiiiiieeeee, 141
Table 65 — Set_Port_ Admin_State service request parameters.............ccooeeiiiiiiiiininennss 141
Table 66 — Set_Protocol Admin_State service request parameters.............c.coooiiiiiiiiiini. 142
Table 67 — Class SPeCIfiC rrOr COUES ..., 142
Table 68 — Ethernet link object revision history ..., 150
Table 69 — Ethernet link object class attributes ..., 151
Table 70 — Ethernet link object instance attributes ... 151
Table 71 — Interface flags Dits ... 157
Table 72 — Control Dits ... .o e e 158
Table 73 — INTerfaCe 1Y P o 159
Table 74 — Interface state ... 159
Table 75 — Admin State . ... 159
Table 76 — Capability Bits ......ccuiiiiiii e 160
Table 77 — Ethernet Link object COMMON SErVICES.......cciuiiiiiiiiie e 161
Table 78 — Get_Attributes_All reply format.......... e 162
Table 79 — Ethernet Link object class specific services ... 163
Table 80 — DeviceNet object revision history. ..o, 165
Table 81 — DeviceNet object class attributes...........ccooi i, 165
Table 82 — DeviceNet object instance attributes............ooo 166
Table 83 — Bit rate attribute values ... 168
Table 84 — BOI attribute values. ... 169
Table 85 — Diagnostic counters bit description ..., 171
Table 86 — DeviceNet object common SEerviCes ..... ..o 172
Table 87 — Reset service parameter .. ... 172
Table 88 — Reset service parameter Values ..o 172
Table 89 — DeviceNet object class specific SEerviCes....... .o 173
Table 90 — Connection configuration object revision history .............cooiii 174
Table 91 — Connection configuration object class attributes ................cooiiiiiii . 174
Table 92 — Format numMber values ... 176
Table 93 — Connection configuration object instance attributes ................c.o 176
Table 94 — Originator connection status values ... 180
Table 95 — Target connection status Values ... 181
Table 96 — CoNNECION Flags . ...oiniiiiiii e e 181
Table 97 — /O mapping formMats ... e 183
Table 98 — Services valid during a change operation ...........coooiiiiiii e 185

Table 99 — Connection configuration object common services............ccocceeiiiiiiiiiinceeenn, 186



-12 - IEC 61158-4-2:2019 © IEC 2019

Table 100 — Get_Attributes_All Response —class level........c.cooiiiiiiiici e, 186
Table 101 — Get_Attributes_All response —instance level ... 187
Table 102 — Set_Attributes_All €rror COUES ... 188
Table 103 — Set_Attributes Al reQUEST .. ..o 189
Table 104 — Create request Parameters .. ..o 190
Table 105 — Create error COARS ... e 191
Table 106 — Delete €rror COUES ... i e 191
Table 107 — ReSIOre €rror COUES .. .. e 192
Table 108 — Connection configuration object class specific services ...........ccoccveiiiiiiiiinnnni. 192
Table 109 — Change_Start €rror COUES ...t 193
Table 110 — Get_Status service parameter ... ... 193
Table 111 — Get_Status SErviCe rESPONSE ...t 194
Table 112 — Get_Status SErvice error COAES ...ttt 194
Table 113 — Change_Complete service parameter ... 194
Table 114 — Change_Complete service error CoOdes . ... 195
Table 115 — Audit_Changes service parameter...........ccoiuiiiiiiiiii i 195
Table 116 — Audit_Changes ServiCe error COUES .........viuiiiiiiiii i 195
Table 117 — ReVISION NiSTOrY .. ... e 197
Table 118 — DLR object class attributes...... ... 197
Table 119 — DLR object instance attributes ..., 198
Table 120 — Network Status values ... e 201
Table 121 — Ring Supervisor Status values ... 201
Table 122 — Capability flags ... .. 205
Table 123 — Redundant Gateway Status values ..........cccoiiiiiiiiiiiiii e, 207
Table 124 — DLR 0bjeCt COMMON SEIVICES ...uuiiiiiiieie e 208
Table 125 — Get_Attributes_All Response — Object Revision 1, non supervisor device........ 209
Table 126 — Get_Attributes_All Response — Object Revision 1, supervisor-capable

Lo LN T o PPN 210
Table 127 — Get_Attributes_All Response — Object Revision 2, non supervisor device....... 210
Table 128 — Get_Attributes_All Response — All other cases .........cooooiiiiiiiiiii 211
Table 129 — DLR object class specCific SErviCes ... ..o 212
Table 130 — QoS object revision hisStory..... ..o 213
Table 131 — QoS object class attributes ... ..o 214
Table 132 — QoS object instance attributes ... 214
Table 133 — Default DCSP values and USages ........oiuuiiiiiiiiii e 215
Table 134 — Q0S object COMMON SEIVICES ......iiiiiii e 216
Table 135 — Port object revision histOry ... 217
Table 136 — Port object class attributes ... 217
Table 137 — Port object instance attributes ... 218
Table 138 — Port Type and associated Link Object classes and Port Type Name

VAU S et 220
Table 139 — Port Routing Capabilities attribute bit definitions.................coooiiii . 222
Table 140 — Port objeCt COMMON SEIVICES ....cuuiiiiiii e 223

Table 141 — Get_Attributes_All response—class level ..o, 224



IEC 61158-4-2:2019 © |IEC 2019 -13 -

Table 142 — Get_Attributes_All response—instance level..........cooooiiiiiiiiiiin e, 224
Table 143 — ReVISION NiStOry .. ... e 225
Table 144 — Class attributes ... e 225
Table 145 — Instance attributes ..., 226
LI Lo E= T X R o Yo 1= TR I o 1 229
Table 147 — SWItChing NOGE ... oo e 230
Table 148 — HSR MO ... ..u i et e et et et e et e et e et eaans 230
Table 149 — REABOX D ... it e e e et e e e e ean s 231
Table 150 — PRP/HSR Protocol object common SErviCes ........coooviuiiiiiiiiiiiiiieieeeeeeeee, 232
Table 151 — Get_Attributes_All r€SPONSE ..o e 233
Table 152 — ReVISION NiStOry .. ... e 234
Table 153 — Class attribUes ... e 234
Table 154 — Instance attributes ... 235
Table 155 — RemMOte NOAE TYPe. ..o e et 236
Table 156 — PRP/HSR Nodes Tables object common ServiCes.........cooviiiiiiiiiiiiiiiiiiiiiieens 237
Table 157 — Get_Attributes _All FESPONSE . ovuiiii e 237
Table 158 — NAM StaleS ... e 238
Table 159 — Default link parameters. ... ... e 239
Table 160 — PhL timing characteristiCs....... .o 246
Table 161 — DLR variables. ... ... 302
Table 162 — DLR Link speed and duplex requirements.........c.ccoeiiiiiiiiiiiiii e, 308
Table 163 — Redundant gateway variables...........ooi 315
Table 164 — MAC addresses for DLR MeSSages . ...oouuiiiiiiiiiiiii e 318
Table 165 — IEEE 802.1Q common frame header format..............ooiiiiiiiiiii 318
Table 166 —DLR message payload fields ..o, 318
Table 167 — DLR frame Y PesS ..o e 319
Table 168 — Format of the Beacon frame ... 319
Table 169 — RiNg State ValUES ......coiiii e 319
Table 170 — Format of the Neighbor_Check request ..........coooiiiiiiiiii e, 320
Table 171 — Format of the Neighbor_Check response....... .o 320
Table 172 — Format of the Link_Status/Neighbor_Status frame............c..coois 320
Table 173 — Link/Neighbor status values...........cccoiiiiiiiii e, 321
Table 174 — Format of the Locate_Fault frame...........ooo 321
Table 175 — Format of the Announce frame ... 321
Table 176 — Format of the Sign_On frame .........coiiiiiii e, 322
Table 177 — Format of the Advertise frame ..o 322
Table 178 — Gateway state ValUes ... 322
Table 179 — Format of the Flush_Tables frame ... 323
Table 180 — Format of the Learning_Update frame ..o, 323
Table 181 — Parameter values for Beacon frame based non-supervisor ring node............... 324
Table 182 — LastBcnRcvPort bit definitions ... 325

Table 183 — State-event-action matrix for Beacon frame based non-supervisor ring
o o - PP 325



- 14 - IEC 61158-4-2:2019 © IEC 2019

Table 184 — Parameter values for Announce frame based non-supervisor ring node.......... 331
Table 185 — State-event-action matrix for Announce frame based non-supervisor ring

Lo To [ PP 332
Table 186 — Parameter values for ring Supervisor NOAe ..........ccooiiiiiiiiiiiiiiiii e 336
Table 187 — LastBcnRcvPort bit definitions ..o 337
Table 188 — State-event-action matrix for ring supervisor node.............ccooiiiiiiiiiiieieeenn. 337
Table 189 — Parameter values for redundant gateway node .............cooiiiiiiiiiiiii 350
Table 190 — State-event-action matrix for redundant gateway node .............cooooiiiiiininn, 352
Table 191 — Parameters/assumptions for example performance calculations ...................... 354
Table 192 — Example ring configuration parameters and performance ..................cccoeevnani. 358
Table 193 — Variables for performance analysis..........coiiiiiiiiiiii e 358
Table A.1 — Module status INdIiCatOr ... ... 365
Table A.2 — Time Sync status indication ...........cccoiiiiiii e, 366
Table A.3 — Network status indicators ... ... e 368
Table A.4 — Network status indicator. ... ... 372
Table A.5 — Network status iNndicator...... ..o 375
Table A.6 — Combined module/network status indicator ...........ccoooiiiiiiiii 376
Table A.7 — 1/O status INiCator. ... e 377

Table A.8 — Bit rate switCh enCoding .......cooiiiiiii 379



IEC 61158-4-2:2019 © |IEC 2019 -15 -

INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 4-2: Data-link layer protocol specification —
Type 2 elements

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

Attention is drawn to the fact that the use of the associated protocol type is restricted by its
intellectual-property-right holders. In all cases, the commitment to limited release of
intellectual-property-rights made by the holders of those rights permits a layer protocol type to
be used with other layer protocols of the same type, or in other type combinations explicitly
authorized by its intellectual-property-right holders.

NOTE Combinations of protocol types are specified in IEC 61784-1 and IEC 61784-2.

International Standard IEC 61158-4-2 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This fourth edition cancels and replaces the third edition published in 2014. This edition
constitutes a technical revision.
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This edition includes the following significant technical changes with respect to the previous
edition:

e clarifications of ControlNet object in 7.2;

e extensions and clarifications of TCP/IP interface object in 7.5;

e extensions and clarifications of Ethernet Link object in 7.6;

e clarifications of DeviceNet object in 7.7;

e extensions and clarifications of CCO object in 7.8;

e extensions and clarifications of DLR object in 7.9;

e extensions and clarifications of Port object in 7.11;

e addition of PRP/HSR Protocol and PRP/HSR Nodes Table objects in 7.12 and 7.13;
e extensions and clarifications of DLR protocol in Clause 10;

e addition of PRP/HSR protocol mapping in Clause 11;

e update of indicator behaviour in A.2.2 and A.2.4;

e miscellaneous editorial corrections.

The text of this International Standard is based on the following documents:

FDIS Report on voting
65C/946/FDIS 65C/955/RVD

Full information on the voting for the approval of this International Standard can be found in
the report on voting indicated in the above table.

This publication has been drafted in accordance with ISO/IEC Directives, Part 2.

A list of all parts of the IEC 61158 series, published under the general title Industrial
communication networks — Fieldbus specifications, can be found on the IEC web site.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch” in the data
related to the specific publication. At this date, the publication will be

* reconfirmed;

* withdrawn;

+ replaced by a revised edition, or
* amended.

A bilingual version of this publication may be issued at a later date.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION

This part of IEC 61158 is one of a series produced to facilitate the interconnection of
automation system components. It is related to other standards in the set as defined by the
“three-layer” fieldbus reference model described in IEC 61158-1.

The data-link protocol provides the data-link service by making use of the services available
from the physical layer. The primary aim of this document is to provide a set of rules for
communication expressed in terms of the procedures to be carried out by peer data-link
entities (DLEs) at the time of communication. These rules for communication are intended to
provide a sound basis for development in order to serve a variety of purposes:

D

as a guide for implementers and designers;

T

O

)

) for use in the testing and procurement of equipment;

) as part of an agreement for the admittance of systems into the open systems environment;
)

(o

as a refinement to the understanding of time-critical communications within OSI.

This document is concerned, in particular, with the communication and interworking of
sensors, effectors and other automation devices. By using this document together with other
standards positioned within the OSI or fieldbus reference models, otherwise incompatible
systems may work together in any combination.

The International Electrotechnical Commission (IEC) draws attention to the fact that it is
claimed that compliance with this document may involve the use of patents given in several
subclauses as indicated in the table below. These patents are held by their respective
inventors under license to ODVA, Inc:

US 5,400,331 [ODVA] | Communication network interface with screeners for
incoming messages
US 5,471,461 [ODVA] | Digital communication network with a moderator station
election process
US 5,491,531 [ODVA] | Media access controller with a shared class message
delivery capability Subclause 3.4
US 5,493,571 [ODVA] | Apparatus and method for digital communications with Clauses 4 to 9

improved delimiter detection

US 5,537,549 [ODVA] | Communication network with time coordinated station
activity by time slot and periodic interval number

US 5,553,095 [ODVA] | Method and apparatus for exchanging different classes of
data during different time intervals

US 8,244,838 [ODVA] | Industrial controller employing the network ring topology Clause 10

IEC takes no position concerning the evidence, validity and scope of these patent rights.
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ODVA and the holders of these patent rights have assured the IEC that ODVA is willing to
negotiate licences either free of charge or under reasonable and non-discriminatory terms and
conditions with applicants throughout the world. In this respect, the statement of ODVA and
the holders of these patent rights is registered with IEC. Information may be obtained from:

[ODVA] ODVA, Inc.
2370 East Stadium Boulevard #1000
Ann Arbor, Michigan 48104
USA
Attention: Office of the Executive Director

e-mail: odva@odva.org
ISO (www.iso.org/patents) and IEC (http://patents.iec.ch) maintain on-line databases of

patents relevant to their standards. Users are encouraged to consult the databases for the
most up to date information concerning patents.


http://www.iso.org/patents

IEC 61158-4-2:2019 © |IEC 2019 -19 -

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 4-2: Data-link layer protocol specification —
Type 2 elements

1 Scope

1.1 General

The data-link layer provides basic time-critical messaging communications between devices in
an automation environment.

This protocol provides communication opportunities to all participating data-link entities,
sequentially and in a cyclic synchronous manner. Foreground scheduled access is available
for time-critical activities together with background unscheduled access for less critical
activities.

Deterministic and synchronized transfers can be provided at cyclic intervals up to 1 ms and
device separations of 25 km. This performance is adjustable dynamically and on-line by re-
configuring the parameters of the local link whilst normal operation continues. By similar
means, DL connections and new devices may be added or removed during normal operation.

This protocol provides means to maintain clock synchronization across an extended link with
a precision better than 10 ps.

This protocol optimizes each access opportunity by concatenating multiple DLSDUs and
associated DLPCI into a single DLPDU, thereby improving data transfer efficiency for data-
link entities that actively source multiple streams of data.

The maximum system size is an unlimited number of links of 99 nodes, each with 255 DLSAP-
addresses. Each link has a maximum of 224 related peer and publisher DLCEPs.

1.2 Specifications
This document specifies

a) procedures for the timely transfer of data and control information from one data-link user
entity to a peer user entity, and among the data-link entities forming the distributed data-
link service provider;

b) the structure of the fieldbus DLPDUs used for the transfer of data and control information
by the protocol of this document, and their representation as physical interface data units.
1.3  Procedures
The procedures are defined in terms of
a) ?Epli:)nt’jeractions between peer DL-entities (DLEs) through the exchange of fieldbus
S;

b) the interactions between a DL-service (DLS) provider and a DLS-user in the same system
through the exchange of DLS primitives;

c) the interactions between a DLS-provider and a Ph-service provider in the same system
through the exchange of Ph-service primitives.





