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Abstract: ANSI/AAMI 2700-2-1 is part of the AAMI 2700 family of standards to achieve safe integrated clinical
environments (ICE) (ANSI/AAMI 2700-1). It was developed by the AAMI Interoperability Working
Group (IOWG, SM-WGO03) and is intended for use by medical device and platform manufacturers
and system integrators. It provides requirements for the recording, storage, and playback of data to
support safety, quality assurance, and forensic analysis for medical devices, applications, and
platforms. This document supports safe and secure device interoperability by providing general
functional, performance, security, and interoperability requirements of ICE data logging systems. It
requires that logged data to be time-synchronized. Data may include patient waveform and
parameters, images and video, configuration, settings, device capabilities of each ICE-connected
device, and user and patient interactions with each device (e.g., button presses).

Keywords: data logging, forensic data logger, Integrated Clinical Environment, ICE, interoperability



AAMI Standard

This Association for the Advancement of Medical Instrumentation (AAMI) standard implies a consensus of those
substantially concerned with its scope and provisions. The existence of an AAMI standard does not in any respect
preclude anyone, whether they have approved the standard or not, from manufacturing, marketing, purchasing, or using
products, processes, or procedures not conforming to the standard. AAMI standards are subject to periodic review, and
users are cautioned to obtain the latest editions.

CAUTION NOTICE: This AAMI standard may be revised or withdrawn at any time. AAMI procedures require that action
be taken to reaffirm, revise, or withdraw this standard no later than five years from the date of publication. Interested
parties may obtain current information on all AAMI standards by calling or writing AAMI.

All AAMI standards, recommended practices, technical information reports, and other types of technical documents
developed by AAMI are voluntary, and their application is solely within the discretion and professional judgment of the
user of the document. Occasionally, voluntary technical documents are adopted by government regulatory agencies or
procurement authorities, in which case the adopting agency is responsible for enforcement of its rules and regulations.

Published by

AAMI
901 N. Glebe Road, Suite 300
Arlington, VA 22203-1853

www.aami.org
© 2022 by the Association for the Advancement of Medical Instrumentation

All Rights Reserved

This publication is subject to copyright claims of AAMI. No part of this publication may be reproduced or distributed in
any form, including an electronic retrieval system, without the prior written permission of AAMI. All requests pertaining
to this document should be submitted to AAMI. It is illegal under federal law (17 U.S.C. § 101, et seq.) to make copies
of all or any part of this document (whether internally or externally) without the prior written permission of the Association
for the Advancement of Medical Instrumentation. Violators risk legal action, including civil and criminal penalties, and
damages of $100,000 per offense. For permission regarding the use of all or any part of this document, visit the
Copyright Clearance Center.

Printed in the United States of America

ISBN 978-1-57020-841-6


http://www.aami.org/
https://marketplace.copyright.com/rs-ui-web/mp

Contents Page

(076] 0011 T (=T 1= T=T 1 = (o] o PP PRPPRRR iv
o] o] o [ PP PTP P OPOTPPPPPRN Vi
a1 e T [0 e (o] o O PP O PP PPPPPN viii
1 S TeTo] o= T PP OUPPURPRTRPIN 1
D (o4 4 F= Y Y (=Y £ (=Y oY SRR 1
K =Y 40 0 TSI (o o 1= 11 o o T SO SRRSRN 2
4 GENEIAl FEQUIEIMENTS .....uiiiiiieeiieiiieee e e e e ettt e e e e e ettt e e eeeeeeeaaeaeeeeaeeeaasasreeeaaeeeesasssseeaaeeesanssssseeaeessassssneeaeesaannnnnes 4
5 Requirements fOr @n [CE DATALOGGER ........ccciiiutiiiiiee e e e ittt ee e e e e e ettt et ee e e e s e et e eeaeeeeasaataeeeaeaseaansbeeeaeaseasnntseneeaeeeaans 4
Annex A (informative) Rationale and general QUIdANCE ............cooiiiiiiiii ittt e e e eaeaes 11
Annex B (informative) Logged data - options, data l0gging MOdEes...........ccccuuiiiiiiiiiiiiiiiiee e 16
Annex C (informative) Use cases Of @ dat@ I0QQer........c.uuviiiii ittt e e e e e e s e re e e e e e e eennnnees 19
Annex D (informative) Considerations for performance requIremMents..............oooeeieiiiiiiiiiee e 32
231 ] oo =T o] |V 35
Tables

Table A.1—Forensic functions of @ dat@ I0gQer ... e e e 12
Table A.2—Typical data veloCity @SHMATES. ........cooi e 14
Table B.1—Example 1 data 10gging SCREME .........coiiiiieiee e e e e e e e e e e e e s eeanrreeeeas 17
Table B.2— Example 2 data 10gging SCREMIE ........oo it e e e 18
Table C.1—Summary of data [0gger gENEral USE CASES..........cccuuviiiieeeiiiiiieiee e et e e e e e et e e e e e e e e e e e e e s eeanereeeeas 20
Table D.1—Selected physiologic signals and typical data sampling rates ..........ccccoviiieiiiiriiniiie e 32
Table D.2—Example of waveforms, parameters, and storage overhead requirements waveforms.................cccuvee.... 33
I o Lol B e o= = Ty 0 1= Y PRSP 33

Table D.4—St0rage OVEINEAA .......cociiiiiiiiii ettt ettt e e e ekt e e et e e s e e e e e b e e e saar et e e naneeas 33



Committee representation

Association for the Advancement of Medical Instrumentation
AAMI Interoperability Working Group

This AAMI American National Standard (ANS) was developed and approved by the Software and Information
Technology Committee.

At the time this document was published, the AAMI Interoperability Working Group had the following members:

Cochairs: Julian Goldman
Sandy Weininger
Members: Heather L. Agler, FDA/CDRH

Glen Cook, ICU Medical Inc

Steven L. Dain, University of Waterloo

Austin Devinney, Johns Hopkins University Applied Physics Lab
Sherman Eagles, SoftwareCPR

Kurt Elliason, Smiths Medical

Salvador Fagasten, Becton Dickinson & Company
Kenneth J. Fuchs, Draeger Medical Systems Inc
Stuart C. Gardner, SG & A Consulting Inc

Julian M. Goldman, Partners Healthcare

Aaron M. Goldmuntz, Center for Medical Interoperability
George W. Gray, Ivenix Inc

Kerry A. Griffin, Kerry Griffin Person

Daniela Hamilton, Arthrex Inc

Rickey L. Hampton, Partners Healthcare
Christopher Howard, Medical Sensor Systems, Inc
Michael B. Jaffe, Cardiorespiratory Consulting LLC
Michelle Jump, MedSec

Joshua Kim, Hill-Rom Holdings

Patricia Krantz-Zuppan, Medtronic Inc

Yimin Li, Astellas Pharma Inc

Sherman McMurray, Clarian Health Partners

Julia Merritt, Julia Merritt Person

Vidya Murthy, MedCrypt

Steven Nichols, GE Healthcare

Susumu Nozawa, Siemens Healthineers

Steven R. Rakitin, Software Quality Consulting
Tracy Rausch, DocBox Inc

John Rhoads, Philips

Sheari Rice, STERIS Corporation

Andrea L. Ruth, ALR Consulting LLC

William Sammons, Hill-Rom Holdings

Xianyu Shea, Stryker Instruments Division

Fei Wang, Fresenius Medical Care

Roy Wang, Micro Systems Engineering Inc

Sandy Weininger, FDA/CDRH

Victory Yin, Amgen Inc

Yi Zhang, Partners HealthCare Personalized Medicine
Daidi Zhong, Chongqing University

Alternates: Charlie Andrew, GE Healthcare
Stephen Anthony, Ivenix Inc
Pat Baird, Philips
AnneMarie Carillo, Department of Veterans Affairs National Center for Patient Safety
Uma Chandrashekhar, Alcon Laboratories Inc
Kimberly Colasanti, Hill-Rom Holdings

iv © 2022 Association for the Advancement of Medical Instrumentation m ANSI/AAMI 2700-2-1:2022



Martin Joseph Crnkovich, Fresenius Medical Care
Loriano Galeotti, FDA/CDRH

Maximilian Merkel, Draeger Medical Systems Inc
Michael Myers, ICU Medical Inc

Ayub Yancheshmeh, Becton Dickinson & Company
Nicole Zuk, Siemens Healthineers

Liaisons: Keith Anderson, Smiths Medical
Shradha Chopra, DexCom Inc
Ying Chen, DexCom Inc
Joshua R. Dix, Baxter Healthcare Corporation
Holly Chico Drake, DexCom Inc
Brian J. Fitzgerald, FDA/CDRH
Steven Giriffiths, Johns Hopkins University Applied Physics Lab
Latousha Leslie, FDA/CDRH
Komala Rani Mullapudi, DexCom Inc
David G. Osborn, Philips
Bakul Patel, FDA/CDRH
Robert Z. Phillips, Siemens Healthineers

NOTE Participation by federal agency representatives in the development of this standard does not constitute
endorsement by the federal government or any of its agencies.

© 2022 Association for the Advancement of Medical Instrumentation m ANSI/AAMI 2700-2-1:2022 \



Foreword

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent rights. The
authors and the standards developing organization (SDO) shall not be held responsible for identifying any or all such
patent rights.

This is the first edition.

The “ICE” family of standards has been proposed in ANSI/AAMI 2700-1 to consist of the following parts, under the
general title MEDICAL DEVICES and medical systems—Basic safety and essential performance of the patient-centric
integrated clinical network environment (ICE).

Part 1: General requirements and conceptual model, published as ANSI/AAMI 2700-1 (previously ASTM F2761-09
(13)

Part 2: Requirements for network control and equipment interface

Part 3: Requirements for device models

Part 4: Requirements for supervision

Part 5: Requirements for safe and reliable integration

Part 6: Particular requirements for the forensic DATA LOGGER — This standard (ANSI/AAMI 2700-2-1)

As the original standard was transitioned to an AAMI standard, the numbering system has been modified and updated.
Particular Standards 2-6 are anticipated to be numbered as “AAMI 2700-2-n.”

In this Standard, the following print types are used:
— Requirements and definitions: roman type.
— Test specifications: italic type.

— Informative material appearing outside of tables, such as notes, examples, and references: in smaller type.
Normative text of tables is also in a smaller type.

— TERMS DEFINED IN THIS STANDARD OR AS NOTED: SMALL CAPITALS TYPE.

In this standard, the conjunctive “or” is used as an “inclusive or” so a statement is true if any combination of the
conditions is true.

The following verbal forms are used within AAMI documents to distinguish requirements from other types of provisions
in the document:

— “shall” and “shall not” are used to express requirements;

— “should” and “should not” are used to express recommendations;

— “may” and “may not” are used to express permission;

— “can” and “cannot” are used as statements of possibility or capability;

—  “might” and “might not” are used to express possibility;

— “must” is used for external constraints or obligations defined outside the document; “must” is not an alternative

for “shall.”

vi © 2022 Association for the Advancement of Medical Instrumentation m ANSI/AAMI 2700-2-1:2022



“Clauses, subclauses, and definitions for which a rationale is provided in informative Annex A are marked with an
asterisk (*).”

The committee has decided that the contents of this amendment and the base publication will remain unchanged until
the maintenance result date). At this date, the publication will be:

— reconfirmed;

— withdrawn;

— replaced by a revised edition; or

— amended.
The attention of Members is drawn to the fact that equipment manufacturers and testing organizations may need a
transitional period following publication of a new, amended, or revised publication in which to make products in

accordance with the new requirements and to equip themselves for conducting new or revised tests.

Suggestions for improving this document are invited. Comments and suggested revisions should be sent to Standards,
AAMI, 901 N. Glebe Road, Suite 300, Arlington, VA 22203 or standards@aami.org.

NOTE This foreword does not contain provisions of the ANSI/AAMI 2700-2-1:2022, Medical devices and medical
systems—Essential safety and performance requirements for equipment comprising the patient-centric integrated clinical
environment (ICE): Part 2-1: Particular requirements for forensic data logging (ANSI/AAMI 2700-2-1:2022), but it does
provide important information about the development and intended use of the document.

© 2022 Association for the Advancement of Medical Instrumentation m ANSI/AAMI 2700-2-1:2022 vii
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Introduction

Medical devices are essential for the practice of modern medicine. Many medical devices and single manufacturer
multi-parameter monitoring systems currently have the capability to log settings and physiological and technical data
to varying degrees. This data can include proprietary device performance metrics for technical troubleshooting and
maintenance, and clinical data for patient care. Presently, DATA LOGs can be obtained from each individual device
retrospectively when performing ADVERSE EVENT analysis, but even in the event that one device DATA LOG is fairly
“complete,” a single DATA LOG containing all the data from each of the MEDICAL DEVICES connected to the patient including
data from the system used to connect the devices, is not available.

For example, in typical complex clinical environments (e.g., Operating Room, Intensive Care Unit, Emergency
Department) obtaining the time-aligned integration of data streams from multiple devices — each with its own proprietary
communication protocols and algorithms, time base, and physical interfaces — offers numerous challenges. An
integrated time-aligned data logging capability is needed for the entire clinical environment in which the patient is being
monitored or is receiving therapy — to include logging of network-communicated commands, user interaction with
devices — such as keypresses, device connection and disconnection, physiologic and technical alarms, patient
physiologic data, and other device status information. This contextually rich data source has an important role in the
development of patient-centric data sets for developing smart and autonomous systems composed of applications
including physiologic closed-loop control and real-time clinical decision support.

The availability of a DATA LOG is expected to provide enhanced retrospective analysis and mining capabilities of real
time data from patient episodes, including:

a) Reconstruction of clinical workflow with respect to device operation and control.

b) Review of the sequence of events with common time-base time-stamped data.

c) Effective data analysis with associated patient ID.

d) Differentiation of manual user inputs (key press) from network transmitted commands (e.g., from an app).
e) Application of data science tools to analyze “big data” sets.

These data logging capabilities are especially important in the risk management of automated or autonomous
interoperable medical device systems.

ANSI/AAMI 2700-1:2019 Medical devices and medical systems—Essential safety and performance requirements for
equipment comprising the patient-centric INTEGRATED CLINICAL ENVIRONMENT (ICE)—Part 1: General requirements and
conceptual model (part 1 of this series of documents) established the general principles for the design, verification, and
validation of a model-based integration system that enables the creation of an INTEGRATED CLINICAL ENVIRONMENT
intended to facilitate cross-manufacturer medical device interoperability (heterogeneous interoperability), optionally
including non-medical equipment.

This document is Part 2-1 of the series, which focuses on the requirements for essential safety and performance of an
ICE DATA LOGGER. Regulatory, technical, and clinical needs, particularly with respect to ADVERSE EVENT and incident
reporting and investigation are influencing the development of this ICE system data logging standard, also known as
the ICE DATALOGGER. It is easily imagined that with the widespread availability of an integrated DATA STORE, opportunities
for new and improved capabilities for real-time and retrospective clinical analytics, forensic data analysis of the ICE
system and its components, quality assurance, and healthcare delivery organization and clinician credentialing will
emerge.

This document is applicable to users and providers of data logging services and manufacturers of data loggers as
described in ANSI/AAMI 2700-1, subclause 4.2.4, Medical devices and medical systems—Essential safety
requirements for equipment comprising the patient-centric INTEGRATED CLINICAL ENVIRONMENT (ICE)—~Part 1: General
requirements and conceptual model (i.e., ICE standard).
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Other parts of this standard series will focus on communication of patient data, requirements for safe local and remote
medical device command and control, as well as other functionality necessary for the seamless creation of an
INTEGRATED CLINICAL ENVIRONMENT. The approach defined and described by this series of standards for the INTEGRATED
CLINICAL ENVIRONMENT (ICE) includes provisions for error resistance, and continual improvements in patient safety,
treatment efficacy and workflow efficiency based on device interoperability and safe system integration.
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Medical devices and medical systems—Essential
safety and performance requirements for equipment
comprising the patient-centric integrated clinical
environment (ICE): Part 2-1: Particular requirements
for forensic data logging

1 Scope

This document provides general functional, performance, security, and interoperability requirements of ICE data logging
systems including the recording and storage of data in support of forensic analysis of ICE systems. DATA LOGSs, data
logging, and data loggers can play an important role in maintaining and improving the basic safety and essential
performance of INTEGRATED CLINICAL ENVIRONMENTS by enabling the forensic assessment of the ICE system and its
components.

NOTE 1: In other industries, this type of data logger is referred to as a “black box recorder.”
NOTE 2: The ICE data logger is not required to be capable of real-time clinical/patient monitoring.

NOTE 3: The ICE data logger is intended to provide a data store that can be used to assist in confirming that the ICE system and its
components were operating as intended.

Clinical patient management is outside the scope of this standard.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content constitutes
requirements of this document. For dated references, only the edition cited applies. For undated references, the latest
edition of the referenced document (including any amendments) applies.

AAMI TIR71:2017 — Guidance for logging of alarm system data

ANSI/AAMI 2700-1:2019 (formerly ASTM F2761 09(2013)), Medical devices and medical systems—Essential safety
requirements for equipment comprising the patient-centric integrated clinical environment (ICE)—Part 1: General
requirements and conceptual model

ANSI/AAMI/IEC 62304:2006/Amd 1:2015, Medical device software — Software life cycle processes

ISO 14155:2011, Clinical investigation of medical devices for human subjects -- Good clinical practice

IEC 60601-1-8:2006, Medical electrical equipment — Part 1-8: General requirements for basic safety and essential
performance — Collateral Standard: General requirements, tests, and guidance for alarm systems in medical electrical
equipment and medical electrical systems Amendment 1:2012

IEC 80001-1:2012, Application of risk management for IT-networks incorporating medical devices

UL 2900-1:2017, Standard for Safety, Software Cybersecurity for Network-Connectable Products, Part 2-1: Particular
Requirements for Network Connectable Components of Healthcare and Wellness Systems
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