
IEC SRD 63188 
Edition 1.0 2022-09 

SYSTEMS 
REFERENCE DELIVERABLE 

Smart cities reference architecture methodology 

IE
C

 S
R

D
 6

31
88

:2
02

2-
09

(e
n)

 

® 
 

colour
inside



 

 
  

 THIS PUBLICATION IS COPYRIGHT PROTECTED 
 Copyright © 2022 IEC, Geneva, Switzerland  
 
All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form 
or by any means, electronic or mechanical, including photocopying and microfilm, without permission in writing from 
either IEC or IEC's member National Committee in the country of the requester. If you have any questions about IEC 
copyright or have an enquiry about obtaining additional rights to this publication, please contact the address below or 
your local IEC member National Committee for further information. 
 

IEC Secretariat Tel.: +41 22 919 02 11 
3, rue de Varembé info@iec.ch 
CH-1211 Geneva 20 www.iec.ch 
Switzerland 

 
About the IEC 
The International Electrotechnical Commission (IEC) is the leading global organization that prepares and publishes 
International Standards for all electrical, electronic and related technologies. 
 
About IEC publications  
The technical content of IEC publications is kept under constant review by the IEC. Please make sure that you have the 
latest edition, a corrigendum or an amendment might have been published. 
 
IEC publications search - webstore.iec.ch/advsearchform 
The advanced search enables to find IEC publications by a 
variety of criteria (reference number, text, technical 
committee, …). It also gives information on projects, replaced 
and withdrawn publications. 
 
IEC Just Published - webstore.iec.ch/justpublished 
Stay up to date on all new IEC publications. Just Published 
details all new publications released. Available online and once 
a month by email.  
 
IEC Customer Service Centre - webstore.iec.ch/csc 
If you wish to give us your feedback on this publication or need 
further assistance, please contact the Customer Service 
Centre: sales@iec.ch. 
 

IEC Products & Services Portal - products.iec.ch 
Discover our powerful search engine and read freely all the 
publications previews. With a subscription you will always have 
access to up to date content tailored to your needs. 
 
Electropedia - www.electropedia.org 
The world's leading online dictionary on electrotechnology, 
containing more than 22 300 terminological entries in English 
and French, with equivalent terms in 19 additional languages. 
Also known as the International Electrotechnical Vocabulary 
(IEV) online. 
 
 

 

 

mailto:info@iec.ch
https://www.iec.ch/
https://webstore.iec.ch/advsearchform
https://webstore.iec.ch/justpublished
https://webstore.iec.ch/csc
mailto:sales@iec.ch
https://products.iec.ch/
http://www.electropedia.org/


 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

IEC SRD 63188 
Edition 1.0 2022-09 

SYSTEMS 
REFERENCE DELIVERABLE 
 

Smart cities reference architecture methodology 
 

 
 
 

INTERNATIONAL 
ELECTROTECHNICAL 
COMMISSION 

 
 

ICS 03.100.70; 13.020.20 

 

ISBN 978-2-8322-4569-9 
 

  
  

® Registered trademark of the International Electrotechnical Commission 

® 
 

   Warning! Make sure that you obtained this publication from an authorized distributor. 

 

colour
inside



 – 2 – IEC SRD 63188:2022  IEC 2022 

CONTENTS 

FOREWORD ......................................................................................................................... 16 
INTRODUCTION ................................................................................................................... 18 
1 Scope ............................................................................................................................ 19 
2 Normative references .................................................................................................... 19 
3 Terms and definitions .................................................................................................... 19 

3.1 Information technology .......................................................................................... 19 
3.2 Urban.................................................................................................................... 20 
3.3 Systems approach ................................................................................................ 21 
3.4 Digital transformation ............................................................................................ 26 
3.5 Architecting ........................................................................................................... 28 

4 Abbreviated terms ......................................................................................................... 29 
5 Linking the IEC SyC Smart Cities scope with the SCRAM and SCRA ............................. 30 

5.1 Methodology ......................................................................................................... 30 
5.2 Problem space description .................................................................................... 31 
5.3 Problem space specifics ....................................................................................... 32 
5.4 Stakeholders classification .................................................................................... 33 
5.5 Stakeholders and their estimated concerns ........................................................... 33 
5.6 Dependency matrix "Stakeholders classification" versus "Stakeholders" ............... 35 
5.7 Dependency matrix "Problem space description" versus "Stakeholders" ................ 35 
5.8 Stakeholders' aggregated concerns ...................................................................... 36 
5.9 Mission statement ................................................................................................. 36 
5.10 Dependency matrix "Problem space description" and "Problem space 

specifics" versus "Mission statement" ................................................................... 37 
5.11 Dependency matrix "Stakeholders" versus "Mission statement" and 

"Stakeholders' aggregated concerns" .................................................................... 38 
5.12 Vision statement ................................................................................................... 38 
5.13 Dependency matrix "Mission statement" and "Stakeholders' aggregated 

concerns" versus "Vision statement" ..................................................................... 39 
5.14 Strategic goals ...................................................................................................... 39 
5.15 Dependency matrix "Vision statement" vs "Strategic goals" ................................... 40 
5.16 Solution space constraints .................................................................................... 40 
5.17 Essential desirable characteristics of the solution space ....................................... 41 
5.18 Dependency matrix "Strategic goals" and "Solution space constraints" 

versus "Essential desirable characteristics" .......................................................... 41 
5.19 Architecture principles of the solution space ......................................................... 42 

5.19.1 Digital orientation .......................................................................................... 42 
5.19.2 Platform-enabled agile solutions orientation................................................... 44 
5.19.3 Capabilities, functions and processes orientation ........................................... 48 
5.19.4 Services, microservices and APIs orientation ................................................. 50 
5.19.5 Common engineering practices orientation .................................................... 52 
5.19.6 Crosscutting aspects orientation .................................................................... 54 
5.19.7 Common governance, management and operations practices orientation ...... 55 
5.19.8 Existing knowledge orientation ...................................................................... 55 

5.20 Dependency matrix "Essential desired characteristic" versus "Architecture 
principles" ............................................................................................................. 56 

5.21 All dependencies together ..................................................................................... 56 
6 Outline of the SCRAM ................................................................................................... 57 



IEC SRD 63188:2022  IEC 2022 – 3 –  

6.1 SCRAM data schema ............................................................................................ 57 
6.2 How the SCRA will be created by the SCRAM ....................................................... 58 
6.3 Tailoring the SCRAM and SCRA ........................................................................... 59 
6.4 Using the SCRA .................................................................................................... 59 

7 SCRAМ viewpoints ........................................................................................................ 60 
7.1 General ................................................................................................................. 60 
7.2 Value viewpoint..................................................................................................... 60 

7.2.1 General description ....................................................................................... 60 
7.2.2 List of associated model-types ....................................................................... 61 

7.3 Big picture viewpoint ............................................................................................. 61 
7.3.1 General description ....................................................................................... 61 
7.3.2 List of associated model-types ....................................................................... 61 

7.4 System-solution engineering viewpoint ................................................................. 62 
7.4.1 General description ....................................................................................... 62 
7.4.2 Architectural considerations ........................................................................... 62 
7.4.3 List of associated model-types ....................................................................... 62 

7.5 Platform engineering viewpoint ............................................................................. 62 
7.5.1 General description ....................................................................................... 62 
7.5.2 List of associated model-types ....................................................................... 62 

7.6 Platform component engineering viewpoint ........................................................... 63 
7.6.1 General description ....................................................................................... 63 
7.6.2 List of associated model-types ....................................................................... 63 

7.7 Solution engineering viewpoint .............................................................................. 63 
7.7.1 General description ....................................................................................... 63 
7.7.2 List of associated model-types ....................................................................... 63 

7.8 Crosscutting aspects engineering viewpoint .......................................................... 64 
7.8.1 General description ....................................................................................... 64 
7.8.2 List of associated model-types ....................................................................... 64 

7.9 Corporate viewpoint .............................................................................................. 64 
7.9.1 General description ....................................................................................... 64 
7.9.2 List of associated model-types ....................................................................... 64 

7.10 Risk management viewpoint .................................................................................. 64 
7.10.1 General description ....................................................................................... 64 
7.10.2 List of associated model-types ....................................................................... 64 

7.11 Software factory viewpoint .................................................................................... 65 
7.11.1 General description ....................................................................................... 65 
7.11.2 List of associated model-types ....................................................................... 65 

7.12 Standards viewpoint .............................................................................................. 65 
7.12.1 General description ....................................................................................... 65 
7.12.2 List of associated model-types ....................................................................... 65 

8 SCRAM model-types ..................................................................................................... 65 
8.1 General ................................................................................................................. 65 
8.2 Problem space description .................................................................................... 66 

8.2.1 General description ....................................................................................... 66 
8.2.2 Techniques .................................................................................................... 66 
8.2.3 Primary generated artefact-types ................................................................... 66 

8.3 Problem space terminology ................................................................................... 66 
8.3.1 General description ....................................................................................... 66 
8.3.2 Techniques .................................................................................................... 66 



 – 4 – IEC SRD 63188:2022  IEC 2022 

8.3.3 Smart cities example ..................................................................................... 66 
8.4 Problem space specifics nomenclature ................................................................. 66 

8.4.1 General description ....................................................................................... 66 
8.4.2 Techniques .................................................................................................... 66 
8.4.3 Primary generated artefact-types ................................................................... 67 
8.4.4 Smart cities example ..................................................................................... 67 

8.5 Problem space classifications nomenclature ......................................................... 67 
8.5.1 General description ....................................................................................... 67 
8.5.2 Techniques .................................................................................................... 67 
8.5.3 Smart cities example ..................................................................................... 67 

8.6 Stakeholders nomenclature ................................................................................... 67 
8.6.1 General description ....................................................................................... 67 
8.6.2 Techniques .................................................................................................... 68 
8.6.3 Primary generated artefact-types ................................................................... 68 

8.7 Stakeholders' concerns nomenclature ................................................................... 68 
8.7.1 General description ....................................................................................... 68 
8.7.2 Techniques .................................................................................................... 69 
8.7.3 Primary generated artefact-types ................................................................... 69 
8.7.4 Smart cities example ..................................................................................... 70 

8.8 Dependencies between generic stakeholders, stakeholders, stakeholders' 
concerns and categories of concerns model-type .................................................. 70 

8.8.1 General description ....................................................................................... 70 
8.8.2 Techniques .................................................................................................... 70 
8.8.3 Primary generated artefact-types ................................................................... 70 
8.8.4 Smart cities example ..................................................................................... 70 

8.9 High-level requirements nomenclature .................................................................. 71 
8.9.1 General description ....................................................................................... 71 
8.9.2 Techniques .................................................................................................... 71 
8.9.3 Recommended activities ................................................................................ 72 
8.9.4 Smart cities example ..................................................................................... 72 

8.10 High-level stories nomenclature ............................................................................ 72 
8.10.1 General description ....................................................................................... 72 
8.10.2 Techniques .................................................................................................... 73 
8.10.3 Recommended activities ................................................................................ 73 

8.11 High-level use cases nomenclature ....................................................................... 73 
8.11.1 General description ....................................................................................... 73 
8.11.2 Techniques .................................................................................................... 73 
8.11.3 Recommended activities ................................................................................ 74 
8.11.4 Primary generated artefact-types ................................................................... 74 

8.12 Problem space coverage by the high-level use cases ........................................... 74 
8.12.1 General description ....................................................................................... 74 
8.12.2 Techniques .................................................................................................... 75 

8.13 The mission statement .......................................................................................... 75 
8.13.1 General description ....................................................................................... 75 
8.13.2 Techniques .................................................................................................... 75 
8.13.3 Primary generated artefact-types ................................................................... 75 
8.13.4 Smart cities example ..................................................................................... 75 

8.14 The vision statement ............................................................................................. 75 
8.14.1 General description ....................................................................................... 75 



IEC SRD 63188:2022  IEC 2022 – 5 –  

8.14.2 Techniques .................................................................................................... 75 
8.14.3 Primary generated artefact-types ................................................................... 75 
8.14.4 Smart cities example ..................................................................................... 76 

8.15 The strategic goals nomenclature ......................................................................... 76 
8.15.1 General description ....................................................................................... 76 
8.15.2 Techniques .................................................................................................... 76 
8.15.3 Smart cities example ..................................................................................... 76 

8.16 Solution space boundaries .................................................................................... 76 
8.16.1 General description ....................................................................................... 76 
8.16.2 Techniques .................................................................................................... 76 
8.16.3 Primary generated artefact-types ................................................................... 77 

8.17 Solution space terminology ................................................................................... 77 
8.17.1 General description ....................................................................................... 77 
8.17.2 Techniques .................................................................................................... 77 
8.17.3 Smart cities example ..................................................................................... 77 

8.18 Solution space constraints nomenclature .............................................................. 77 
8.18.1 General ......................................................................................................... 77 
8.18.2 Techniques .................................................................................................... 77 
8.18.3 Smart cities example ..................................................................................... 77 
8.18.4 Primary generated artefact-types ................................................................... 78 

8.19 Solution space classifications nomenclature ......................................................... 78 
8.19.1 General ......................................................................................................... 78 
8.19.2 Techniques .................................................................................................... 78 

8.20 Solution space essential desired characteristics nomenclature ............................. 78 
8.20.1 General ......................................................................................................... 78 
8.20.2 Techniques .................................................................................................... 78 
8.20.3 Primary generated artefact-types ................................................................... 78 
8.20.4 Smart cities example ..................................................................................... 78 

8.21 Dependency matrix of problem space essential high-level requirements and 
solution space constraints versus solution space essential desired 
characteristics ...................................................................................................... 79 

8.21.1 General ......................................................................................................... 79 
8.21.2 Techniques .................................................................................................... 79 
8.21.3 Primary generated artefact-types ................................................................... 79 

8.22 Solution space architecture principles nomenclature ............................................. 79 
8.22.1 General ......................................................................................................... 79 
8.22.2 Techniques .................................................................................................... 80 
8.22.3 Smart cities example ..................................................................................... 80 
8.22.4 Primary generated artefact-types ................................................................... 80 

8.23 Dependency of between solution space essential desired characteristics 
versus solution space architecture principles ........................................................ 80 

8.23.1 General ......................................................................................................... 80 
8.23.2 Techniques .................................................................................................... 80 
8.23.3 Primary generated artefact-types ................................................................... 80 

8.24 High-level illustrative diagrams ............................................................................. 81 
8.24.1 General ......................................................................................................... 81 
8.24.2 Techniques .................................................................................................... 81 
8.24.3 Smart cities example ..................................................................................... 81 

8.25 High-level business map ....................................................................................... 81 
8.25.1 General ......................................................................................................... 81 



 – 6 – IEC SRD 63188:2022  IEC 2022 

8.25.2 Techniques .................................................................................................... 82 
8.25.3 Smart cities example ..................................................................................... 82 

8.26 Beneficiaries' journeys nomenclature .................................................................... 82 
8.26.1 General description ....................................................................................... 82 
8.26.2 Techniques .................................................................................................... 83 
8.26.3 Primary generated artefact-types ................................................................... 83 

8.27 High-level reference capability map ...................................................................... 83 
8.27.1 General ......................................................................................................... 83 
8.27.2 Techniques .................................................................................................... 83 
8.27.3 Primary generated artefact-types ................................................................... 83 
8.27.4 Smart cities example ..................................................................................... 83 

8.28 High-level process map ......................................................................................... 84 
8.28.1 General ......................................................................................................... 84 
8.28.2 Techniques .................................................................................................... 84 
8.28.3 Primary generated artefact-types ................................................................... 84 

8.29 High-level architecture .......................................................................................... 84 
8.29.1 General ......................................................................................................... 84 
8.29.2 Techniques .................................................................................................... 85 

8.30 Capability map ...................................................................................................... 85 
8.30.1 General description ....................................................................................... 85 
8.30.2 Techniques .................................................................................................... 85 
8.30.3 Primary generated artefact-types ................................................................... 85 

8.31 Low-level use cases nomenclature ........................................................................ 85 
8.31.1 General description ....................................................................................... 85 
8.31.2 Techniques .................................................................................................... 85 
8.31.3 Primary generated artefact-types ................................................................... 85 

8.32 Function map ........................................................................................................ 86 
8.32.1 General description ....................................................................................... 86 
8.32.2 Techniques .................................................................................................... 86 
8.32.3 Primary generated artefact-types ................................................................... 86 

8.33 Partners nomenclature .......................................................................................... 86 
8.33.1 General description ....................................................................................... 86 
8.33.2 Techniques .................................................................................................... 86 
8.33.3 Primary generated artefact-types ................................................................... 86 

8.34 Services nomenclature .......................................................................................... 86 
8.34.1 General description ....................................................................................... 86 
8.34.2 Techniques .................................................................................................... 86 
8.34.3 Primary generated artefact-types ................................................................... 87 
8.34.4 Smart cities example ..................................................................................... 87 

8.35 Process map ......................................................................................................... 87 
8.35.1 General description ....................................................................................... 87 
8.35.2 Techniques .................................................................................................... 87 
8.35.3 Primary generated artefact-types ................................................................... 87 

8.36 Decisions nomenclature ........................................................................................ 88 
8.36.1 General description ....................................................................................... 88 
8.36.2 Techniques .................................................................................................... 88 
8.36.3 Primary generated artefact-types ................................................................... 88 

8.37 Events nomenclature ............................................................................................ 88 
8.37.1 General description ....................................................................................... 88 



IEC SRD 63188:2022  IEC 2022 – 7 –  

8.37.2 Techniques .................................................................................................... 88 
8.37.3 Primary generated artefact-types ................................................................... 88 

8.38 Data schemas nomenclature ................................................................................. 88 
8.38.1 General description ....................................................................................... 88 
8.38.2 Techniques .................................................................................................... 88 
8.38.3 Primary generated artefact-types ................................................................... 89 

8.39 Information flows nomenclature............................................................................. 89 
8.39.1 General description ....................................................................................... 89 
8.39.2 Techniques .................................................................................................... 89 
8.39.3 Primary generated artefact-types ................................................................... 89 

8.40 Document/content classifications nomenclature .................................................... 89 
8.40.1 General description ....................................................................................... 89 
8.40.2 Techniques .................................................................................................... 89 
8.40.3 Primary generated artefact-types ................................................................... 89 

8.41 Key performance indicators nomenclature ............................................................. 89 
8.41.1 General description ....................................................................................... 89 
8.41.2 Techniques .................................................................................................... 90 
8.41.3 Primary generated artefact-types ................................................................... 90 

8.42 Reports nomenclature ........................................................................................... 90 
8.42.1 General description ....................................................................................... 90 
8.42.2 Primary generated artefact-types ................................................................... 90 

8.43 Platforms nomenclature ........................................................................................ 90 
8.43.1 General description ....................................................................................... 90 
8.43.2 Primary generated artefact-types ................................................................... 90 

8.44 Platform overview ................................................................................................. 90 
8.44.1 General description ....................................................................................... 90 
8.44.2 Techniques .................................................................................................... 90 
8.44.3 Primary generated artefact-types ................................................................... 91 

8.45 Platform terminology ............................................................................................. 91 
8.45.1 General description ....................................................................................... 91 
8.45.2 Techniques .................................................................................................... 91 

8.46 Platform components nomenclature ...................................................................... 91 
8.46.1 General description ....................................................................................... 91 
8.46.2 Primary generated artefact-types ................................................................... 91 

8.47 Platform solutions nomenclature ........................................................................... 91 
8.47.1 General description ....................................................................................... 91 
8.47.2 Primary generated artefact-types ................................................................... 91 

8.48 Standards and norms nomenclature ...................................................................... 91 
8.48.1 General description ....................................................................................... 91 
8.48.2 Primary generated artefact-types ................................................................... 92 

8.49 Platform software factory configuration ................................................................. 92 
8.49.1 General description ....................................................................................... 92 
8.49.2 Techniques .................................................................................................... 92 
8.49.3 Primary generated artefact-types ................................................................... 92 

8.50 Platform governance, management and operations manual................................... 92 
8.50.1 General description ....................................................................................... 92 
8.50.2 Techniques .................................................................................................... 92 
8.50.3 Primary generated artefact-types ................................................................... 92 

8.51 Platform component overview ............................................................................... 92 



 – 8 – IEC SRD 63188:2022  IEC 2022 

8.51.1 General description ....................................................................................... 92 
8.51.2 Techniques .................................................................................................... 93 
8.51.3 Primary generated artefact-types ................................................................... 93 

8.52 Platform component terminology ........................................................................... 93 
8.52.1 General description ....................................................................................... 93 
8.52.2 Techniques .................................................................................................... 93 

8.53 Platform component capability map ....................................................................... 93 
8.53.1 General description ....................................................................................... 93 
8.53.2 Techniques .................................................................................................... 93 
8.53.3 Primary generated artefact-types ................................................................... 93 

8.54 Platform component function map ......................................................................... 93 
8.54.1 General description ....................................................................................... 93 
8.54.2 Techniques .................................................................................................... 93 
8.54.3 Primary generated artefact-types ................................................................... 94 

8.55 Platform component process map ......................................................................... 94 
8.55.1 General description ....................................................................................... 94 
8.55.2 Techniques .................................................................................................... 94 
8.55.3 Primary generated artefact-types ................................................................... 94 

8.56 Platform component business specifications ......................................................... 94 
8.56.1 General description ....................................................................................... 94 
8.56.2 Techniques .................................................................................................... 94 
8.56.3 Primary generated artefact-types ................................................................... 94 

8.57 Platform component information specifications ...................................................... 95 
8.57.1 General description ....................................................................................... 95 
8.57.2 Techniques .................................................................................................... 95 
8.57.3 Primary generated artefact-types ................................................................... 95 

8.58 Platform component application specifications ...................................................... 95 
8.58.1 General description ....................................................................................... 95 
8.58.2 Techniques .................................................................................................... 95 
8.58.3 Primary generated artefact-types ................................................................... 96 

8.59 Platform component data specifications ................................................................ 96 
8.59.1 General description ....................................................................................... 96 
8.59.2 Techniques .................................................................................................... 96 
8.59.3 Primary generated artefact-types ................................................................... 96 

8.60 Platform component infrastructure specifications .................................................. 96 
8.60.1 General description ....................................................................................... 96 
8.60.2 Techniques .................................................................................................... 96 
8.60.3 Primary generated artefact-types ................................................................... 97 

8.61 Platform component security specifications ........................................................... 97 
8.61.1 General description ....................................................................................... 97 
8.61.2 Techniques .................................................................................................... 97 
8.61.3 Primary generated artefact-types ................................................................... 97 

8.62 Platform component services and APIs nomenclature ........................................... 97 
8.62.1 General description ....................................................................................... 97 
8.62.2 Techniques .................................................................................................... 97 
8.62.3 Primary generated artefact-types ................................................................... 97 

8.63 Platform component software factory configuration ............................................... 97 
8.63.1 General description ....................................................................................... 97 
8.63.2 Techniques .................................................................................................... 98 



IEC SRD 63188:2022  IEC 2022 – 9 –  

8.63.3 Primary generated artefact-types ................................................................... 98 
8.64 Platform component management and operations manual ..................................... 98 

8.64.1 General description ....................................................................................... 98 
8.64.2 Techniques .................................................................................................... 98 
8.64.3 Primary generated artefact-types ................................................................... 98 

8.65 Solution overview .................................................................................................. 98 
8.65.1 General description ....................................................................................... 98 
8.65.2 Techniques .................................................................................................... 98 
8.65.3 Primary generated artefact-types ................................................................... 98 

8.66 Solution terminology ............................................................................................. 98 
8.66.1 General description ....................................................................................... 98 
8.66.2 Techniques .................................................................................................... 99 

8.67 Solution capability map ......................................................................................... 99 
8.67.1 General description ....................................................................................... 99 
8.67.2 Techniques .................................................................................................... 99 
8.67.3 Primary generated artefact-types ................................................................... 99 

8.68 Solution function map ........................................................................................... 99 
8.68.1 General description ....................................................................................... 99 
8.68.2 Techniques .................................................................................................... 99 
8.68.3 Primary generated artefact-types ................................................................... 99 

8.69 Solution process map............................................................................................ 99 
8.69.1 General description ....................................................................................... 99 
8.69.2 Techniques .................................................................................................... 99 
8.69.3 Primary generated artefact-types ................................................................. 100 

8.70 Solution business specifications .......................................................................... 100 
8.70.1 General description ..................................................................................... 100 
8.70.2 Techniques .................................................................................................. 100 
8.70.3 Primary generated artefact-types ................................................................. 100 

8.71 Solution information specifications ...................................................................... 100 
8.71.1 General description ..................................................................................... 100 
8.71.2 Techniques .................................................................................................. 101 

8.72 Solution application specifications ...................................................................... 101 
8.72.1 General description ..................................................................................... 101 
8.72.2 Techniques .................................................................................................. 101 
8.72.3 Primary generated artefact-types ................................................................. 101 

8.73 Solution data specifications ................................................................................ 101 
8.73.1 General description ..................................................................................... 101 
8.73.2 Techniques .................................................................................................. 101 

8.74 Solution infrastructure specifications ................................................................... 102 
8.74.1 General description ..................................................................................... 102 
8.74.2 Techniques .................................................................................................. 102 
8.74.3 Primary generated artefact-types ................................................................. 102 

8.75 Solution security specifications ........................................................................... 102 
8.75.1 General description ..................................................................................... 102 
8.75.2 Techniques .................................................................................................. 102 
8.75.3 Primary generated artefact-types ................................................................. 102 

8.76 Solution services and APIs nomenclature ........................................................... 102 
8.76.1 General description ..................................................................................... 102 
8.76.2 Techniques .................................................................................................. 103 



 – 10 – IEC SRD 63188:2022  IEC 2022 

8.76.3 Primary generated artefact-types ................................................................. 103 
8.77 Solution software factory configuration ................................................................ 103 

8.77.1 General description ..................................................................................... 103 
8.77.2 Techniques .................................................................................................. 103 
8.77.3 Primary generated artefact-types ................................................................. 103 

8.78 Solution management and operations manual ..................................................... 103 
8.78.1 General description ..................................................................................... 103 
8.78.2 Techniques .................................................................................................. 103 
8.78.3 Primary generated artefact-types ................................................................. 103 

8.79 Interoperability aspect ......................................................................................... 104 
8.79.1 General description ..................................................................................... 104 
8.79.2 Techniques .................................................................................................. 104 
8.79.3 Primary generated artefact-types ................................................................. 104 

8.80 Security aspect ................................................................................................... 104 
8.80.1 General description ..................................................................................... 104 
8.80.2 Techniques .................................................................................................. 104 
8.80.3 Primary generated artefact-types ................................................................. 104 

8.81 Privacy aspect .................................................................................................... 105 
8.81.1 General description ..................................................................................... 105 
8.81.2 Techniques .................................................................................................. 105 
8.81.3 Primary generated artefact-types ................................................................. 105 

8.82 Safety aspect ...................................................................................................... 105 
8.82.1 General description ..................................................................................... 105 
8.82.2 Techniques .................................................................................................. 105 
8.82.3 Primary generated artefact-types ................................................................. 106 

8.83 Reliability and resilience management aspects ................................................... 106 
8.83.1 General description ..................................................................................... 106 
8.83.2 Techniques .................................................................................................. 106 
8.83.3 Primary generated artefact-types ................................................................. 106 

8.84 Low cost of operations and time-to-market aspects ............................................. 106 
8.84.1 General description ..................................................................................... 106 
8.84.2 Techniques .................................................................................................. 106 
8.84.3 Primary generated artefact-types ................................................................. 106 

8.85 Self-reference aspect .......................................................................................... 107 
8.85.1 General description ..................................................................................... 107 
8.85.2 Primary generated artefact-types ................................................................. 107 

8.86 Organizational structure ...................................................................................... 107 
8.86.1 General description ..................................................................................... 107 
8.86.2 Techniques .................................................................................................. 107 
8.86.3 Primary generated artefact-types ................................................................. 107 

8.87 Governance structure.......................................................................................... 107 
8.87.1 General description ..................................................................................... 107 
8.87.2 Techniques .................................................................................................. 108 
8.87.3 Primary generated artefact-types ................................................................. 108 

8.88 Project management ........................................................................................... 108 
8.88.1 General description ..................................................................................... 108 
8.88.2 Techniques .................................................................................................. 108 
8.88.3 Primary generated artefact-types ................................................................. 108 

8.89 Corporate manual ............................................................................................... 108 



IEC SRD 63188:2022  IEC 2022 – 11 –  

8.89.1 General description ..................................................................................... 108 
8.89.2 Techniques .................................................................................................. 108 
8.89.3 Primary generated artefact-types ................................................................. 108 

8.90 Independent evaluation ....................................................................................... 109 
8.90.1 General description ..................................................................................... 109 
8.90.2 Techniques .................................................................................................. 109 
8.90.3 Primary generated artefact-types ................................................................. 109 

8.91 Ethics, integrity and anti-corruption ..................................................................... 109 
8.91.1 General description ..................................................................................... 109 
8.91.2 Techniques .................................................................................................. 109 
8.91.3 Primary generated artefact-types ................................................................. 109 

8.92 Environment and health ...................................................................................... 109 
8.92.1 General description ..................................................................................... 109 
8.92.2 Techniques .................................................................................................. 110 
8.92.3 Primary generated artefact-types ................................................................. 110 

8.93 Risk management aspect .................................................................................... 110 
8.93.1 General description ..................................................................................... 110 
8.93.2 Techniques .................................................................................................. 110 
8.93.3 Primary generated artefact-types ................................................................. 110 

8.94 Compliance management aspect ........................................................................ 110 
8.94.1 General description ..................................................................................... 110 
8.94.2 Techniques .................................................................................................. 110 
8.94.3 Primary generated artefact-types ................................................................. 110 

8.95 Regulatory management aspects ........................................................................ 111 
8.95.1 General description ..................................................................................... 111 
8.95.2 Techniques .................................................................................................. 111 
8.95.3 Primary generated artefact-types ................................................................. 111 

8.96 Crime prevention and detection........................................................................... 111 
8.96.1 General description ..................................................................................... 111 
8.96.2 Techniques .................................................................................................. 111 
8.96.3 Primary generated artefact-types ................................................................. 111 

8.97 Auditing .............................................................................................................. 111 
8.97.1 General description ..................................................................................... 111 
8.97.2 Techniques .................................................................................................. 112 
8.97.3 Primary generated artefact-types ................................................................. 112 

8.98 Independent investigation ................................................................................... 112 
8.98.1 General description ..................................................................................... 112 
8.98.2 Techniques .................................................................................................. 112 
8.98.3 Primary generated artefact-types ................................................................. 112 

8.99 Crisis management ............................................................................................. 112 
8.99.1 General description ..................................................................................... 112 
8.99.2 Techniques .................................................................................................. 112 
8.99.3 Primary generated artefact-types ................................................................. 112 

8.100 Software factory overview ................................................................................... 113 
8.100.1 General description ..................................................................................... 113 
8.100.2 Techniques .................................................................................................. 113 
8.100.3 Primary generated artefact-types ................................................................. 114 

8.101 Prototyping practices .......................................................................................... 114 
8.101.1 General description ..................................................................................... 114 



 – 12 – IEC SRD 63188:2022  IEC 2022 

8.101.2 Techniques .................................................................................................. 114 
8.101.3 Primary generated artefact-types ................................................................. 114 

8.102 Engineering practices ......................................................................................... 114 
8.102.1 General description ..................................................................................... 114 
8.102.2 Techniques .................................................................................................. 114 
8.102.3 Primary generated artefact-types ................................................................. 114 

8.103 Assembling practices .......................................................................................... 114 
8.103.1 General description ..................................................................................... 114 
8.103.2 Techniques .................................................................................................. 115 
8.103.3 Primary generated artefact-types ................................................................. 115 

8.104 Testing practices ................................................................................................ 115 
8.104.1 General description ..................................................................................... 115 
8.104.2 Techniques .................................................................................................. 115 
8.104.3 Primary generated artefact-types ................................................................. 115 

8.105 Deployment practices.......................................................................................... 115 
8.105.1 General description ..................................................................................... 115 
8.105.2 Techniques .................................................................................................. 115 
8.105.3 Primary generated artefact-types ................................................................. 115 

8.106 Monitoring practices ............................................................................................ 115 
8.106.1 General description ..................................................................................... 115 
8.106.2 Techniques .................................................................................................. 116 
8.106.3 Primary generated artefact-types ................................................................. 116 

8.107 Existing standards nomenclature ........................................................................ 116 
8.107.1 General description ..................................................................................... 116 
8.107.2 Techniques .................................................................................................. 116 
8.107.3 Primary generated artefact-types ................................................................. 116 

8.108 Potential standards nomenclature ....................................................................... 116 
8.108.1 General description ..................................................................................... 116 
8.108.2 Techniques .................................................................................................. 116 
8.108.3 Primary generated artefact-types ................................................................. 116 

Annex A (informative)  Viewpoints from the Zachman Framework ....................................... 117 
Annex B (informative)  Summary of the SRG work on systems approach ............................ 119 

B.1 Systems approach foundation ............................................................................. 119 
B.2 Structure of the SRG work on systems approach ................................................ 120 
B.3 ISO/IEC/IEEE 42010 foundation .......................................................................... 122 
B.4 Systems architecting foundation ......................................................................... 123 

B.4.1 General ....................................................................................................... 123 
B.4.2 Simple scenario ........................................................................................... 124 
B.4.3 Average scenario ......................................................................................... 124 
B.4.4 Complex scenario ........................................................................................ 125 

Annex C (informative)  Some smart cities frameworks ......................................................... 126 
Annex D (informative)  SCRAM artefact-types ..................................................................... 128 

D.1 General ............................................................................................................... 128 
D.2 ProblemSpaceDescription ................................................................................... 128 
D.3 ProblemSpaceKeyPhase ..................................................................................... 129 
D.4 ProblemSpaceSpecifics ...................................................................................... 129 
D.5 ProblemSpaceSpecificKeyPhase ........................................................................ 129 
D.6 StakeholderTerm ................................................................................................ 129 



IEC SRD 63188:2022  IEC 2022 – 13 –  

D.7 StakeholderDescription ....................................................................................... 129 
D.8 ConcernTemplate................................................................................................ 130 
D.9 ConcernWhoTerm ............................................................................................... 130 
D.10 ConcernWhatTerm .............................................................................................. 130 
D.11 ConcernWhyTerm ............................................................................................... 130 
D.12 ConcernHowWellTerm ........................................................................................ 131 
D.13 IndependentLink ................................................................................................. 131 
D.14 HLUCTemplate ................................................................................................... 131 
D.15 HLUCWhoTerm ................................................................................................... 131 
D.16 HLUCWhatTerm .................................................................................................. 131 
D.17 HLUCWhyTerm ................................................................................................... 132 
D.18 HLUCWhereTerm ................................................................................................ 132 
D.19 HLUCWhenTerm ................................................................................................. 132 
D.20 HLUCHowTerm ................................................................................................... 132 
D.21 MissionDescription .............................................................................................. 133 
D.22 MissionKeyPhase................................................................................................ 133 
D.23 VisionDescription ................................................................................................ 133 
D.24 VisionKeyPhase .................................................................................................. 133 
D.25 SolutionSpaceDescription ................................................................................... 133 
D.26 SolutionSpaceConstraintDescription ................................................................... 134 
D.27 SolutionSpaceConstraintKeyPhase ..................................................................... 134 
D.28 EssentialDesiredCharacteristicDescription .......................................................... 134 
D.29 EssentialDesiredCharacteristicKeyPhase ............................................................ 134 
D.30 ArchitecturePrincipleDescription ......................................................................... 135 
D.31 ArchitecturePrincipleKeyPhase ........................................................................... 135 
D.32 JourneyTemplate ................................................................................................ 135 
D.33 ProcessDiagram ................................................................................................. 135 
D.34 Capability ............................................................................................................ 136 
D.35 Function .............................................................................................................. 136 
D.36 SolutionPartnerOrganization ............................................................................... 136 
D.37 Service ............................................................................................................... 136 
D.38 Decision .............................................................................................................. 137 
D.39 Event .................................................................................................................. 137 
D.40 DataSchema ....................................................................................................... 137 
D.41 InformationFlow .................................................................................................. 137 
D.42 DocumentClassification ....................................................................................... 138 
D.43 ContentClassification .......................................................................................... 138 
D.44 KeyPerformanceIndicator .................................................................................... 138 
D.45 Report................................................................................................................. 139 
D.46 InternalStandard ................................................................................................. 139 
D.47 InternalNorm ....................................................................................................... 139 
D.48 Platform .............................................................................................................. 139 
D.49 PlatformComponent ............................................................................................ 140 
D.50 Solution .............................................................................................................. 140 
D.51 SoftwareFactoryConfiguration ............................................................................. 140 
D.52 WikiManual ......................................................................................................... 140 
D.53 UI ....................................................................................................................... 141 
D.54 LLUC .................................................................................................................. 141 
D.55 SoftwareComponent............................................................................................ 141 



 – 14 – IEC SRD 63188:2022  IEC 2022 

D.56 SoftwareProtocol ................................................................................................ 141 
D.57 API ..................................................................................................................... 142 
D.58 InformationSecurityPoint ..................................................................................... 142 
D.59 InformationSecurityControl .................................................................................. 142 
D.60 InformationSecurityMethod ................................................................................. 142 
D.61 PersonalSecurityPoint ......................................................................................... 143 
D.62 PersonalSecurityControl ..................................................................................... 143 
D.63 PersonalSecurityMethod ..................................................................................... 143 
D.64 PhysicalSecurityPoint ......................................................................................... 144 
D.65 PhysicalSecurityControl ...................................................................................... 144 
D.66 PhysicalSecurityMethod ...................................................................................... 144 
D.67 PrivacyPoint ........................................................................................................ 144 
D.68 PrivacyControl .................................................................................................... 145 
D.69 PrivacyMethod .................................................................................................... 145 
D.70 PrivacyInformationClassification ......................................................................... 145 
D.71 PrivacyRule ........................................................................................................ 146 
D.72 SafetyPoint ......................................................................................................... 146 
D.73 SafetyControl ...................................................................................................... 146 
D.74 SafetyMethod ...................................................................................................... 146 
D.75 SafetyRule .......................................................................................................... 147 
D.76 Organigram ......................................................................................................... 147 
D.77 GovernanceBody ................................................................................................ 147 
D.78 RiskPoint ............................................................................................................ 147 
D.79 RiskControl ......................................................................................................... 148 
D.80 RiskMethod ......................................................................................................... 148 
D.81 CompliancePoint ................................................................................................. 148 
D.82 ComplianceControl ............................................................................................. 149 
D.83 ComplianceMethod ............................................................................................. 149 
D.84 RegulationPoint .................................................................................................. 149 

Bibliography ........................................................................................................................ 150 
 
Figure 1 – Relationships within the "justification" viewpoint ................................................... 31 
Figure 2 – A dependency matrix "Stakeholders classification" versus "Stakeholders" ............ 35 
Figure 3 – A dependency matrix "Problem space description" versus "Stakeholders" ............ 36 
Figure 4 – A dependency matrix "Problem space description" and "Problem space 
specifics" versus "Mission statement" ................................................................................... 37 
Figure 5 – A dependency matrix "Stakeholders" versus "Mission statement" and 
"Stakeholders' aggregated concerns" .................................................................................... 38 
Figure 6 – A dependency matrix "Mission statement" and "Stakeholders' aggregated 
concerns" versus "Vision statement" ..................................................................................... 39 
Figure 7 – A dependency matrix "Vision statement" vs "Strategic goals" ............................... 40 
Figure 8 – A dependency matrix "Strategic goals" and "Solution space constraints" 
versus "Essential desirable characteristics" .......................................................................... 42 
Figure 9 – Becoming digital-first............................................................................................ 42 
Figure 10 – Many representations of the same house and relationships between them ......... 43 
Figure 11 – Platform-based agile solutions pattern................................................................ 44 
Figure 12 – Unique and common functionality in each city .................................................... 45 



IEC SRD 63188:2022  IEC 2022 – 15 –  

Figure 13 – Reference architecture helps agreement on common functionality of Smart 
Cities .................................................................................................................................... 46 
Figure 14 – Common Smart Cities Digital Repeatable Platform ............................................. 46 
Figure 15 – Investment opportunities .................................................................................... 47 
Figure 16 – An example of Common Smart Cities Digital Repeatable Platform structure ....... 48 
Figure 17 – Using together services, microservices and monoliths ........................................ 51 
Figure 18 – Advantage of process-based microservice assemblies ....................................... 51 
Figure 19 – Reference application architecture for solutions ................................................. 52 
Figure 20 – Mapping various artefact facets to platforms and solutions (example) ................ 53 
Figure 21 – Linking security, architecture and risks ............................................................... 54 
Figure 22 – A dependency matrix "Essential desired characteristic" versus 
"Architecture principles" ........................................................................................................ 56 
Figure 23 – All relationships.................................................................................................. 56 
Figure 24 – All relationships with highlighted ones (see the attached file for details) ............. 57 
Figure 25 – Fragment of the architecture elements relation ................................................... 58 
Figure 26 – Dependencies between the SCRAM model-types ............................................... 59 
Figure 27 – Using the SCRA ................................................................................................. 60 
Figure 28 – Dependencies between (from left to right) system stakeholders, 
stakeholders, stakeholders' concerns and classification of these concerns ........................... 71 
Figure 29 – Descriptive framework from ISO 37105:2019 ...................................................... 81 
Figure 30 – Business Canvas model for smart city ................................................................ 82 
Figure 31 – Potential SCRA level 1 reference capability map ................................................ 84 
Figure 32 – Example of city services ..................................................................................... 87 
Figure B.1 – Systems traditions .......................................................................................... 120 
Figure B.2 – The summary of the SRG work on systems approach ..................................... 121 
Figure B.3 – Viewpoints and views ...................................................................................... 122 
Figure B.4 – Different views, models and artefacts.............................................................. 123 
Figure B.5 – Simple scenario .............................................................................................. 124 
Figure B.6 – Average scenario ............................................................................................ 125 
Figure B.7 – Complex scenario ........................................................................................... 125 

 

  



 – 16 – IEC SRD 63188:2022  IEC 2022 

INTERNATIONAL ELECTROTECHNICAL COMMISSION 

_____________ 

 
SMART CITIES REFERENCE ARCHITECTURE METHODOLOGY 

 
FOREWORD 

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising 
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international 
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and 
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports, 
Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC Publication(s)"). Their 
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with 
may participate in this preparatory work. International, governmental and non-governmental organizations liaising 
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for 
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations. 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 
consensus of opinion on the relevant subjects since each technical committee has representation from all 
interested IEC National Committees.  

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC 
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any 
misinterpretation by any end user. 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 
transparently to the maximum extent possible in their national and regional publications. Any divergence between 
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter. 

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity 
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any 
services carried out by independent certification bodies. 

6) All users should ensure that they have the latest edition of this publication. 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and 
members of its technical committees and IEC National Committees for any personal injury, property damage or 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 
Publications.  

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 
indispensable for the correct application of this publication. 

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of patent 
rights. IEC shall not be held responsible for identifying any or all such patent rights. 

IEC SRD 63188, which is a Systems Reference Deliverable, has been prepared by IEC systems 
committee Smart Cities: Electrotechnical aspects of Smart Cities.  

The text of this Systems Reference Deliverable is based on the following documents: 

Draft Report on voting 

SyCSmartCities/229/DTS SyCSmartCities/255/RVDTS 

 
Full information on the voting for the approval of this systems reference document can be found 
in the report on voting indicated in the above table. 

The language used for the development of this Systems Reference Deliverable is English. 

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in 
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available 
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are 
described in greater detail at www.iec.ch/standardsdev/publications. 

https://www.iec.ch/members_experts/refdocs
https://www.iec.ch/standardsdev/publications
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In this document, the following print types are used. 

• In 5.3, 5.4, 5.5, 5.14, 5.16 and 5.17, bold is used for text fragments that will be used in some 
dependency matrix. 

• In 8.7.2, 8.9.2, 8.10.2 and 8.11.2, various colours are used to link interrogatives and 
placeholders <> within questions. 

This document contains attached files in the form of Excel spreadsheets. These files are 
intended to be used as a complement and do not form an integral part of the document. Three 
files are attached:  

• "SCRAM Figures 1-8, 23 and 24.xlsm";  

• "SCRAM Figure 26.xlsm"; 

• "SCRAM Figure 28.xlsm". 

All these files contain some macros for generation of illustrations. However, these macros are 
not necessary for viewing illustrations. 

The committee has decided that the contents of this document will remain unchanged until the 
stability date indicated on the IEC website under webstore.iec.ch in the data related to the 
specific document. At this date, the document will be  

• reconfirmed, 

• withdrawn, 

• replaced by a revised edition, or 

• amended. 

 

IMPORTANT – The "colour inside" logo on the cover page of this document indicates that it 
contains colours which are considered to be useful for the correct understanding of its 
contents. Users should therefore print this document using a colour printer. 
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INTRODUCTION 

The Smart Cities Reference Architecture Methodology (SCRAM) is an adaptation of the 
summary of the IEC Systems Resource Group (SRG) work on systems approach (see Annex B) 
for the smart cities system domain. The purpose of the SCRAM is to provide a common 
methodology for developing the Smart Cities Reference Architecture (SCRA) which will be used 
as a common and tailorable template for architectures of, practically, any city system. 

In 2017, when IEC SyC Smart Cities decided to work on the SCRAM, it was known that there 
were already various reference architectures for smart cities (see Annex C). However, the 
majority of these reference architectures were created under different and not publicly agreed 
methodologies, thus it is very difficult to make them work together. The scope of IEC SyC Smart 
Cities required the development of a reference architecture which is widely understood and 
widely used. Therefore, IEC SyC Smart Cities needed to develop the SCRAM as a publicly 
agreed way of doing this. 

Although the primary responsibility of IEC SyC Smart Cities is electrotechnical aspects of smart 
cities, the SCRAM (and the SCRA) covers city systems as a whole because the electrotechnical 
aspects can only be properly understood in this wider context. The standardization of system 
elements defined by the SCRA will be done, depending on the nature of those system elements, 
within various SDOs Thus, the SCRAM and the SCRA are not limited to electrotechnical aspects 
only. 

The SCRAM provides a methodology for the SCRA to achieve necessary granularity of city 
system elements to allow the development of practical standards. This is governed by the scope 
of IEC SyC Smart Cities, which is defined by the IEC SMB as "To foster the development of 
standards in the field of electrotechnology to help with the integration, interoperability and 
effectiveness of city systems." 

The SCRA covers stages 1 to 4 of summary of the SRG work on systems approach – domain 
analysis, system architecting, use case analysis and system modelling. Effectively, the SCRA 
will define for smart cities a set of capabilities, data structures, processes and interfaces which 
can be standardized to simplify implementation of various smart cities. This set will be used as 
an input for the stages 5 and 6 of the summary of the SRG work on systems approach – 
standards analysis and gap analysis – to map the existing standards to this set and to identify 
standardization opportunities to existing SyCs, TCs/SCs and other SDOs. 
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SMART CITIES REFERENCE ARCHITECTURE METHODOLOGY 
 
 
 

1 Scope 

This document, which is a Systems Reference Deliverable, proposes a methodology that 
defines a coherent structure for developing Smart Cities Reference Architecture (SCRA). The 
Smart Cities Reference Architecture Methodology (SCRAM) reviews and defines the desired 
characteristics of Smart Cities, diverse SCRA viewpoints and corresponding SCRA model types 
in order to promote consistency and uniformity across architectures for various smart cities. 

2 Normative references 

The following documents are referred to in the text in such a way that some or all of their content 
constitutes requirements of this document. For dated references, only the edition cited applies. 
For undated references, the latest edition of the referenced document (including any 
amendments) applies. 

ISO/IEC/IEEE 42010:2011, Systems and software engineering – Architecture description 

3 Terms and definitions 

For the purposes of this document, the following terms and definitions apply. 

ISO and IEC maintain terminology databases for use in standardization at the following 
addresses:  

• IEC Electropedia: available at https://www.electropedia.org/ 

• ISO Online browsing platform: available at https://www.iso.org/obp 

NOTE Additional information about some terms can be found in Annex B.  

3.1 Information technology 

3.1.1  
data 
symbols and signals such as numbers, words or other signs that represent discrete facts about 
an objective reality 

Note 1 to entry: Data can be in different representations: material, analogue, digital, etc. 

Note 2 to entry: Data is without interpretation and has no meaning; thus, some automated computation can be used 
to capture and process data. 

3.1.2  
information 
structured, contextualized or processed data (3.1.1) that are endowed with meaning 

Note 1 to entry: Information may be in different representations: material, analogue, digital, etc. 

3.1.3  
information security 
preservation of confidentiality, integrity and availability of information (3.1.2) 

Note 1 to entry: In addition, other properties, such as authenticity, accountability, non-repudiation, and reliability 
can also be involved.  

https://www.electropedia.org/
https://www.iso.org/obp

